MNpuka3 ®CTIK Poccum ot 11 dpeBpans 2013 r. N 17 «O06
YTBEPXAEHMM TpeboBaHUM O 3amTe MHDOPMaLIMK, He
COCTaBNSAOLWEN roCyaAapCTBEHHYIO TalHy, coaepXXallencs
B rOCYAapCTBEHHbIX MH(OPMALMOHHBLIX CUCTEMAX»

NMPUKA3
11 deBpans 2013 r. N 17

OB YTBEPYXAEHMW TPEBOBAHWI O 3ALUUTE MHOOPMALIMWN, HE COCTABJISIIOLLIENA
rOCYAAPCTBEHHYIO TAHY, COAEP)ALLECA B FOCYAAPCTBEHHbIX UHOOPMALIMOHHbIX
CUCTEMAX

B cooTBeTCTBMM C YacTbio 5 ctatbn 16 ®egepanbHOro 3akoHa oT 27 uons 2006 r. N 149-03 «06 uHbopmaumm,
MH(OPMALMOHHBIX TEXHOMOMMSX M O 3alwmTe uHdopMaumn» (CobpaHue 3akoHoaaTenbcTBa Poccuiickoin deaepaumnm,
2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328) 1
MonoxeHveM o defepanbHON cryxbe MO TEXHUYECKOMY W 3SKCMOPTHOMY KOHTPOSIO, YTBEPXKAEHHbIM YKa3oM
Mpe3svpeHTa Poccuiickoii deaepaumnm ot 16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHodaTenbCTBa Poccuiickoin
®epepaumnn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, cT1. 5431; 2012, N 7, cT. 818),
MPUKA3bIBAIO:

1. YTBepautb npunaraemble TpeboBaHWsi O 3alWmTe WMHGOPMaLMKM, HE COCTABASOWEN rOCYAapPCTBEHHYIO TalHy,
cofiepXalleics B rocyAapcTBeHHbIX MH(OPMALIMOHHBIX cUCTEMaX.

2. YCTaHOBWUTb, 4YTO YKasaHHble B MyHKTe 1 HacToswero npukasa TpeboBaHWs NPUMEHSITCS ANS  3aluThl
MHMOPMaLuMK B rocyAapCTBEHHbIX MH(OPMALMOHHbIX cucTeMax ¢ 1 ceHTabps 2013 r.

OupekTop

defepanbHoK cnyX6bl MO TEXHUYECKOMY
M 3KCMOPTHOMY KOHTPOJIO

B.CEJIMH

YTBEPXJEHbI

npvkasom OCTIK Poccum

ot 11 despans 2013 r. N 17

TPEBOBAHMA

0 3ALMUTE UHOOPMALIMWN, HE COCTABJISIFOLLEA FOCYAAPCTBEHHYHO TAHY, COAEPXALLENCA B
roCcyaAPCTBEHHbIX NH®OPMALIMOHHbIX CUCTEMAX

I. O6wime nonoxeHunna

1. Hactosiwume TpeboBaHus paspaboTaHbl B cooTBeTCTBUM C DefepanbHbiM 3akoHOM OT 27 mtona 2006 r. N 149-03
«06 wuHdbopMauum, MHDOPMALMOHHBIX TEXHOMOrMSX M O 3awuTe WHdopmaumu» (CobpaHue 3akoHOAATENbCTBA
Poccuiickort ®eaepaumn, 2006, N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N
31, cT. 4328), a Takke C Y4YETOM HaLMOHaNbHbIX CTaHAapToB Poccuiickon defepauym B 0611acTvi 3alWuThl
nHdopMaLum 1 B 061acTi co3gaHns aBTOMaTU3NPOBAHHBIX CUCTEM (Aanee — HauMoHasbHble CTaHAapThl).

2. B nokymeHTe ycTaHaBNMBalOTC TPEGOBAHMA K 06ECreYeHnto 3almThl MHPOPMaLMKM OrpaHUYEHHOro AOCTYNa, He
cofepxalleii CBeAeHMs, COCTaBNSIOIME TOCYAAPCTBEHHYIO TalHy (Janee — uWHbOpMauMs), OT YTeYKM Mo
TEXHWYECKUM KaHanaM, HeCcaHKUMOHMPOBAHHOMO [AOCTYMa, CreuuanbHbiX BO3AEWCTBUIA HA TaKyld WHbOopMaLmio
(HocuTenn uHdbopMauMn) B Lenax ee Ao6blBaHUS, YHUUTOXEHMS, WCKAKEHWUS WM BNOKMPOBaHUA AOCTyna K Hen



(nanee — 3awmTa MHdopMaummn) Npu o0bpaboTke yKasaHHOW MHGOPMaLMKM B rOCyAapCTBEHHbIX MH(OPMALMOHHBIX
cucTemax.

HacTtosiwume TpeboBaHMsi MOryT MpUMEHSITbCS A1 3alWuTbl  06WenoCTynHOM WHbOopMauuK, coaepalleincs B
roCyAapCTBEHHbIX MH(OPMALIMOHHBIX CUCTEMAX, A4S AOCTUXKEHUS Lienien, yKasaHHbIX B MyHKTax 1 n 3 yactu 1 ctaTtbm
16 ®egepanbHOro 3akoHa ot 27 uons 2006 r. N 149-03 «06 nHdopMauum, MHPOPMALIMOHHBIX TEXHOMOMUSX U O
3awmre nHdOopMaLum».
B pokymeHTe He paccmaTtpuBaloTcs TpeboBaHusi O 3awmte MHPOpMauMK, CBS3aHHbIE C  MPUMEHEHWEM
KpunTorpacmyeckmx MeToAOB 3awuTbl MHbOpMaumMn M wndpoBanbHbiX (KpunTorpaduyeckmnx) CpeacTs 3alimTbl
nHdopMaLmun.

3. Hactosiwume TpeboBaHus SABNAIOTCA 06sA3aTeNbHbIMM NpU  06paboTKe MHGbOPMAUMM B FOCYAapPCTBEHHbIX
MHMOPMALIMOHHBIX  cUCTeMaX, (YHKLMOHUPYIOWMX Ha TeppuTopun Poccuiickoit  ®depepaumu, a Takke B
MYHULMNANbHLIX MHGMOPMALUMOHHBLIX CUCTEMAX, €CfIM MHOE He YCTAHOBMEHO 3aKOHOAATENLCTBOM Poccuiickon
depfepaunm 0 MECTHOM CaMOYMpPaBIEHNM.

Hactosiwme Tpe6oBaHWsl He PacnpoOCTPaHAIOTCS Ha roCyAapCTBEHHblE MH(OPMALMOHHbIE CUCTEMbI AAMUHUCTPALMK
Mpe3svpeHTa Poccuitckont depepaummn, CoBeTa besonacHocTu Poccuiickolt ®epepauunn, deaepanbHoro CobpaHust
Poccuiickoit ®eaepaunm, MpaeuTenscTBa Poccuiickon ®egepaumm, KoHctuTyumoHHoro Cyaa Poccuiickoit ®eaepaumm,
BepxoBHoro Cyaa Poccuiickoit ®eaepaumm, Boicliero ApbutpaxHoro Cyaa Poccuiickolt ®enepauum n denepanbHoi
cnyx6bl 6e3onacHocTv Poccuiickoii Geaepaumu.

4. HacTtoswme TpeboBaHua npeaHasHadyeHbl ANna obnagateneit MHGOPMaUMKM, 3aKasuMKoB, 3aK/HOUMBLLMX
rOCYapCTBEHHbI KOHTPAKT Ha CO3AaHWe rocyAapCTBEHHOW MHMOPMALMOHHOW CUCTEMbl (Aanee — 3aKasuuku) u
0rnepaTopoB rocyAapCTBEHHbLIX MHAOPMALIMOHHBLIX CUCTEM (fanee — ornepaTopsl).

Inyo, obpabatbiBatowlee MHGOPMaLMIO, SBASIOWYOCA rOCYAAPCTBEHHBIM  UH(POPMALMOHHBIM  PecypcoM, Mo
nopyyeHunto obnagatens nHopMaumm (3akasumka) uam onepatopa u (Mn) NpeaoCcTaBNSIoOLEe UM BblYUCUTENbHbIE
pecypcbl (MoWHOCTN) Aans 06paboTkM  MHGPOPMaUMM Ha OCHOBaHUWM 3aK/OYEHHOrOo AoroBopa (panee —
YMOJIHOMOYEHHOE NMUO), 0becrneumBaeT 3almTy UHGOPMaUMM B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickol
®epepaunn 06 MHGopMaumm, MHHOOPMALMOHHBIX TEXHONOMUAX U O 3awmuTe nHdopmauun. B gorosope fomxHa 6biTb
npeaycMoTpeHa 0653aHHOCTb  YMONIHOMOYEHHOrO fiMua  obecneumBaTb  3almMTy MHGOpMaumu, sBASOLLEnCs
rocyAapCTBEHHbIM MHMOPMALIMOHHBIM PECYpCcoOM, B COOTBETCTBMM C HAcToAWMMM TpeboBaHUsSMM.

5. MNpu 06paboTke B roCyAapCTBEHHOM MH(OPMALMOHHOW cucTeMe MHMOPMauuK, cofepKalleil MnepcoHasnbHble
AaHHble, HacToswme TpeboBaHMS MPUMEHSIOTCA Hapsidy C TPeBoBaHMAMM K 3alUMTe MePCOHANbHbIX AaHHbLIX MPU UX
06paboTke B MH(POPMALIMOHHBIX CUCTEMAX NEPCOHaNbHbLIX AaHHbIX, YTBEPXKAEHHbIX NOCTAaHOBNEHWEM paBUTENbCTBA
Poccuiickont ®depepaumm ot 1 Hosibps 2012 r. N 1119 (CobpaHue 3akoHomaTenbCTBa Poccuiickoin ®eaepaumm, 2012,
N 45, cT. 6257).

6. Mo peweHunto obnapatens MHbopMaumm (3akasumka) U onepaTopa HacTosime TpeGoBaHUS MOTYT NMPUMEHSTHCS
ANS 3alMTbl MHGOPMAaLMK, COAEPXKALLENCS B HEroCyAapPCTBEHHbIX MH(OPMALIMOHHBLIX CUCTEMAX.

7. 3awmTa uHdopMaLmm, coaepxalleiics B rocyaapcTBeHHOW MHbopMaUMoHHOW cucTeMe (aanee — HbopMaLMOHHas
cuctema), obecneumBaeTcs NyTeM BbINOMHEHMs obnagaTtenem uHdopMauum (3akasumkoMm) u (Mnun) onepaTopoM
TpeboBaHUI K OpraHu3auuy 3aWwmuTbl MHGBOPMaLUUKM, coaepxalleics B MHGOPMaLUMOHHOW cucteMe, 1 TpeboBaHWi K
MepaM 3almTbl HOPMaLUK, coaepXxallencs B MHOOPMaLMOHHON CUCTEME.

II. Tpe60BaHMsA K oOpraHM3aumm 3awWmTbl MHGOpPMaLMK, coaepkalleiics B MHGOPMaLMOHHOW cucTeMe
8. B MH(MOPMaLUMOHHONW cuUCTEME OBbEeKTaMM 3alUMThl SIBNSOTCS MHbOPMaUWsi, coaepallasics B MHGOPMaLMOHHOM

cncremMe, TexXHU4YeCKMe Cpeactea (B TOM 4ucne CcpeacTtea BbIYMCNNTENbHOM TEXHUKK, MalUUHHbIE HOCUTENU
VIHd)OpMaLI,MM, cpeacrtea U CUCTEMbI CBA3WM WM Nepefayvn AaHHbIX, TEXHUYECKUE CpeACTBa O6p860TKM 6YKBEHHO-



undpoBoii, rpaduueckon, BuOEO- U peyeBor UHdOpMauun), O6LIECUCTEMHOE, NpPUKIAAHOE, CreLuanbHoe
nporpamMHoe obecneyeHne, MHHOPMaLMOHHbIE TEXHOMOMMK, @ TaKKE CPeACTBa 3amMTbl MHdOpMaLuK.

9. ins obecneveHns 3aWwmTbl MHbOPMaLMK, coaepxalleics B MHAOOPMALMOHHOWM CUCTEME, OMEPAaTOPOM Ha3HaAYaeTcs
CTPYKTYpHOE MoApa3aeneHme uan SOMKHOCTHOE NLOo (paboTHMK), OTBETCTBEHHbIE 3a 3aLUMTY MHDOPMaLW.

10. Ansa nposefeHust paboT no 3awwmTe UHbopMaLmMM B XOA€E CO3AaHUS 1 SKCryaTauum MHGOPMALMOHHON CUCTEMBI
obnagateneM uHdOpMaUMM (3aKa3yMkoOM) M OMEPaTOpoM B COOTBETCTBMM C 3aKOHOAATENLCTBOM POCCMIACKON
®epepaumn npn  HeobxoAMMOCTM MPUBMEKAIOTCS OpraHusauuM, UWMeloWMe fULUEH3NI0 Ha AesTeNbHOCTb Mo
TEXHWYECKON 3alumTe KOHbMAEHUMANbHOM MHGOPMaLMK B COOTBETCTBUM ¢ DeaepasibHbIM 3aKOHOM OoT 4 Mast 2011 r.
N 99-03 «O nuMUEH3UpOBaHUM OTAENbHbIX BUAOB AesTenbHOCcTM» (CobpaHue 3akoHoaaTenbcTBa Poccuiickoit
®egepaumn, 2011, N 19, c1. 2716; N 30, cT. 4590; N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446; N 31, cT.
4322; 2013, N 9, cT1. 874).

11. Ana obecneyeHust 3alumTbl MHGOPMaLMK, coaepxKallencs B MHGDOPMaLMOHHON cMCTEME, NPUMEHSIIOTCS CPeacTsa
3aWmTLl MHOPMaLMK, NpOoLLEALLIME OLEHKY COOTBETCTBUSA B (hopMe 06s3aTenbHON cepTUdMKaLmmM Ha COOTBETCTBUE
TpeboBaHMAM No 6e30MacHOCTU MHOPMaLMKU B COOTBETCTBUM CO CTaThbell 5 deaepanbHOro 3akoHa oT 27 aekabpst
2002 r. N 184-®3 «O TexHu4eckoM perynupoBaHumn» (CobpaHue 3akoHoaaTenbcTBa Poccuiickon deaepaunm, 2002,
N 52, ct. 5140; 2007, N 19, cT. 2293; N 49, ct. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, cT. 5711;
2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50, cT. 6959).

12. 3awmTa uHdbOpMauuK, coaepxxallencs B MHGOPMALMOHHOW CUCTEME, SIBNIIETCS COCTaBHOW 4acTblo paboT no
CO3JaHMI0 W 3KCMTyaTaumm MHAOPMALMOHHON CUCTEMbI U 0BECNEYMBAETCS Ha BCEX CTaausx (3Tamnax) ee co3daHus u
B X0A€e 3KCrnyaTaummn nyTeM NpuHATUS OpraHM3aumMOHHbBIX N TEXHUYECKMX Mep 3almTbl MHGOPMaUMKM, HanpaBaeHHbIX
Ha 6nokupoBaHue (HeWTpanu3aumio) yrpo3 6e30nacHoCTM MHGOpMauMn B MHGOPMALMOHHON cucTeMe, B paMkax
cvcTeMbl (MOACUCTEMBI) 3alWmMThbl MHGOPMaLMM MHAOOPMALMOHHON CUCTEMBI (fanee — cMCTeMa 3aluTbl UHGOPMaLmm
WHOPMALIMOHHOW CUCTEMBI).

OpraHu3aumMoHHblE U TexXHU4Yeckve Mepbl 3aWmTbl MHMOPMauuW, peanusyemble B paMKkax CUCTEMbl 3aluTbl
UHGOPMaLUMM MHGOPMALIMOHHON CUCTEMBI, B 3aBUCMMOCTM OT MHGOpMauuM, coaepxallencss B MHhOPMaLMOHHO
CUCTEeMe, Lenen co3aaHusi MHGOPMALMOHHOW CUCTEMbI M 33Aay, peELlaeMblX 3TOM WHMOPMALMOHHOW CUCTEMOM,
LOMKHbI 6bITb HanpaeneHb Ha UCKJTIOYEHNE:
HenpaBOMepHbIX AO0CTYNa, KOMWPOBaHWSA, MpPeaoCTaBIEHUs WMAM  pacnpocTpaHeHus uHdopmaumn (obecneyeHue
KOHMMAEHUMANbHOCTM UHdOpMaUmnn);

HEMNpPaBOMEPHbIX YHUUTOXEHUS unn MoanduumposaHns nHdopMauum (obecneveHne LENOCTHOCTU MHbOpMaLmK);
HernpaeoMepHoro 6nokmposBaHus nHdopmauum (obecnedeHme 4OCTYMHOCTU MHGOPMaLMn).

13. [ina obecneyeHns 3aluTbl UHGOPMaLIMK, CoAepXKalleics B MHAOPMALIMOHHOM CUCTEME, MPOBOAATCS CrieaytoLLme
MEpOonpUATUS:

e opMupoBaHMe TpeboBaHuiA K 3alumTe MHdOopMaumm, coaepxalleincsl B MHGOOPMaLMOHHON CUCTEME;

e paspaboTka cuCTeMbI 3aLiuTbl MHGOPMaLMK MHDOPMALIMOHHON CUCTEMBI;

e  BHEApEHME CUCTEMbI 3aLUMTbl UHOPMALMM MHPOPMALIMOHHOW CUCTEMBI;

e  aTTECTaUMsi UHPOPMALMOHHONW CUCTEMBI MO TPEBOBaHMAM 3almnThl MHOPMaLMK (Aanee aTTecTaums
MHOPMaALIMOHHON CUCTEMBI) U BBOA €€ B AeNCTBUE;

e obecrneyeHue 3awmTbl MHGOPMALIMKM B XOAE IKCMyaTalmMy aTTeCTOBaHHON MHAOPMALIMOHHON CUCTEMbI;

e obecrneyeHue 3alwmTbl MHbOPMaLWK NpyY BbIBOAE M3 SKCNyaTaumn aTTecToBaHHON MHGOPMaLMOHHO
CUCTEMbI MW NOCSE NPUHSATUS pelleHns 06 oKoHYaHumM 06paboTkn nHgopmMaumu.

dopMupoBaHue Tpe6oBaHMi K 3almnTe MHPOpMaLMK, coaepkalleiica B UH(pOPpMaLIMOHHOW cucTeMe



14. ®opmupoBaHue TpeboBaHWi K 3awmTe MHbOpMauuM, codepxalleics B MHGOPMAaUMOHHOW CcuCTeMe,
ocyllectsnsercs obnagatenem nHdopMaumn (3aKasymkoMm).

dopMrpoBaHMe TPeboBaHUM K 3alimMTe MHhOPMaLmKM, coaepXKallencs B MHPOPMaLMOHHOW CUCTEME, OCYLLECTBASIETCS
c yyetom NOCT P 51583 «3awmTa mHdbopMaumm. Mopsaok co3aaHns aBTOMaTU3MPOBAHHBLIX CUCTEM B 3alUMLLEHHOM
ucnonHenun. O6wwme nonoxenuns» (ganee - FOCT P 51583) m TOCT P 51624 «3awmta WHGoOpMaumu.
ABTOMaTM3MPOBaHHbIE CUCTEMBI B 3aLUMLLEHHOM UCMonHeHun. Obwme TpebosaHus» (panee - FOCT P 51624) n B ToM
yncne BKIYaeT:

e  MPUHSATUE PELLEHUSI O HEOBXOAMMOCTU 3aLUMTbI MHGOPMaLUMK, coaepalleincs B MHMOPMaLIMOHHOM CUCTEME;

e  Knaccudukaumio MHHOPMALMOHHON CUCTEMbI MO TpeboBaHWSM 3almThl MHOpMaUmKn (fanee —
Knaccudmkaums MHHOPMaLMOHHOW CUCTEMBI);

e onpegeneHune yrpo3 6e30nacHOCT MHPOPMaLIMK, peanm3aumst KOTOPbIX MOXET MPUBECTU K HAPYLLUEHUIO
6e30MacHOCTM MHGOpMaLMM B MHPOPMALIMOHHOM CUCTEME, M pa3paboTKy Ha MX OCHOBE MOAENM Yrpo3 6e30MacHOCTM
MH(opMaLuu;

e onpeaeneHve TpeboBaHWUM K cUCTEME 3aLLUMTbl MHOPMaLMM MHADOPMALIMOHHOM CUCTEMBI.

14.1. Mpu NpUHSTUM peLleHnsl 0 HeobXoaMMOCTW 3alMTbl MHGOPMauuKM, copepxallencss B MHGOPMaLMOHHOMN
CUCTEME, OCYLLECTBNSAETCS:

e aHanu3 uenei co3aaHnsa MHMOPMALIMOHHOM CUCTEMbI U 3aAay, PeLLaeMbIX 3TOW MH(OPMaLIMOHHOM
cucTemom;

e onpeaeneHve nHdopMaumn, noanexailieri 0b6paboTke B MHDOPMALMOHHON CUCTEME;

e  aHanM3 HOPMAaTUBHLIX MPABOBbIX aKTOB, METOAMYECKUX AOKYMEHTOB M HaLMOHasIbHbIX CTaHAAPTOB, KOTOPbLIM
JIO/KHA COOTBETCTBOBATb MH(POPMALIMOHHASA CUCTEMA;

e TPUHATUE pELLEHNsI O HEOBXOAMMOCTUN CO3AAHUS CUCTEMbI 3aLMTbI MHAOPMaLMKU MHPOPMALMOHHOM
CUCTEMBI, @ TaKXXe onpeaeneHne Lienei 1 3aaad 3almTbl MHbopMaumn B MHOPMALMOHHOM CUCTEME, OCHOBHBbIX
3TanoB CO3AaHMS CUCTEMbI 3aLUUTLI MHGOPMaLMK MHDOPMALIMOHHON cUCTEMbI U (DYHKLMIA N0 06eCNeYEHNIO 3aLLMTbI
nHbopMaLmKM, coaepxalleincs B MHPOPMaLMOHHOW cucTeMe, obnaaatens uHdopMaumm (3akasumka), onepaTtopa u
YMOSTHOMOYEHHBIX NnL,.

14.2. Knaccmdukaums MHPOPMALMOHHOW CMCTEMbI NMPOBOAMTCS B 3aBMCMMOCTM OT 3HQYMMOCTM 06pabaTbiBaeMoi B
Hel nHdopMaumm 1 MacwTaba MHPOPMALMOHHONM cucTeMbl (heaeparnbHbli, pervoHasbHbIf, 06bEKTOBBIN).

YcTaHaBNMBalOTCA  YeTbipe  Knacca 3alMLEHHOCTM  WHAMOPMaUMOHHOW  CUCTEMbI,  OMpeaensiiolne  YpoBHM
3aLUMLLEHHOCTM COAEPXKALLENCs B HeN MHdopMaummn. CaMblii HU3KMWIA KNacC — YETBEPTbIN, CaMblii BbICOKUIN — MEPBbI.
Knacc 3awmiieHHOCTU MHAOPMALIMOHHON CUCTEMBI OMNPEAENSIETCS B COOTBETCTBUM C npunoxeHreM N 1 k HacTosiumm
TpeboBaHuaM.

Knacc 3almiieHHoCTU onpeaensietcss ans MHMOPMALMOHHOW CUCTEMbl B LIEJIOM U, MpU HeobXxoauMocTu, Ans ee
OTAE/bHBIX CErMeHTOB (COCTaBHbIX 4YacTel). TpeboBaHME K KIacCy 3alUMLIEHHOCTM BK/OYAETCS B TEXHUYECKOE
3afjaHue Ha co3gaHue MHQOPMaLMOHHOW CUCTEMbI U (MM) TEXHUYECKOE 3afaHne (Y4acTHOe TeXHUYECKoe 3ajaHue)
Ha co3aaHMe CMCTeMbl 3almTbl MHDOPMaUMK MHBOPMALMOHHON CUCTEMBI, pa3pabaTbiBaeMble ¢ yyeToM FOCT 34.602
<<V|HCb0pMaLlI/IOHHa$I TexHonorus. Komnnekc CTaHAapTOB Ha aBTOMATU3MPOBAHHbIE CUCTEMBbI. TexHun4eckoe 3a4aHue
Ha Co3[aHMe aBTOMAaTWU3WPOBAHHONW cucTeMbl» (panee — [OCT 34.602), FOCT P 51583 u FOCT P 51624.
Knacc 3aluWeHHOCTM  MHAOPMAUMOHHON  CUCTEMbl  MOASIEXWUT  MEpecMoTpy Npu  U3MEHeHWM MacluTaba
MHOPMALMOHHOMN CUCTEMbI UM 3HAYMMOCTM 0bpabaTbiBaeMoi B HEN MHOpMaLmK.

Pe3ynbTaThl Knaccudukaumm MHOOPMALMOHHONW cMCTEMBI OPOPMASIOTCS aKTOM KiaccuduKaumm.

14.3. Yrposbl 6e30nacHocTH MHd)OpMaLI,VIM onpeaensarTca no pesynbTaTaM OUEHKU BO3MOXHOCTEM (I'IOTEHLIMaJ'Ia,
OCHalleHHOCTN MW" MOTVIBaLlVIVI) BHELWHNX WU BHYTPEHHUX HEDYLUMTGHEVI, dHanmM3a BO3MOXHbIX y;IBBVIMOCTef/’I



MH(OPMALIMOHHOW CUCTEMBI, BO3MOXHbIX CMOCO60B peanu3aumny yrpo3 6e30nacHoCTv MHGopMaumMy U NOCNeACTBUN OT
HapyLUeHUs1 CBOWMCTB 6e30MacHOCTN MHGopMaumn (KoHbDMAEHUMANBHOCTH, LENOCTHOCTU, AOCTYMHOCTK).

Mpu onpeaeneHun yrpo3 6e30MacHOCT MHGOPMaLMM YUUTLIBAIOTCS CTPYKTYPHO-(DYHKLMOHASIbHBIE XapaKTEPUCTUKU
MH(OPMALMOHHOW  CUCTEMbI, BKJTIOYAlOLWME CTPYKTYPY M COCTaB  MHCGOPMALMOHHOW CUCTEMbI, (HU3NYECKME,
norudyeckue, GyHKUMOHaANbHbIE U TEXHONOMMYECKME B3aUMOCBSA3U MeXay CerMeHTaMy MHMOPMALMOHHOW CUCTEMBI, C
MHBIMWU MHMDOPMALIMOHHBIMU CUCTEMAMU U MH(DOPMALIMOHHO-TENEKOMMYHUKALIMOHHBIMU CETAMM, PEXUMbI 06paboTKK
MHGbOPMaUMM B MHMOPMALMOHHOM CUCTEME WM B €€ OTAESbHbIX CErMeHTax, a Takke MHble XapaKTEpPUCTUKU
MH(OPMALIMOHHOW CUCTEMBI, MPUMEHSIEMbIE MH(OPMALIMOHHBIE TEXHOSIOMMM U 0COBEHHOCTM €€ (hYHKLIMOHWUPOBAHWSI.

Mo pesynbTaTaM onpeaeneHust yrpo3 6e3omacHOCTM MHGOPMauMU npu  Heo6XoAMMOCTM  pa3pabaTbiBalOTCS
pEKOMEHAALMM MO KOPPEKTUPOBKE CTPYKTYPHO-(YHKLMOHANBHBIX XapakTepUCTUK MH(OPMALIMOHHON CUCTEMBI,
Harpae/eHHble Ha 6/10KMpOBaHMe (HEMTpanM3auUmio) OTAENbHbIX Yrpo3 6€30MacHOCTU MHGOpMaLMK.

Mogenb yrpo3 6esonacHocT WHGOPMaUMM [OMKHA COAEepXaTb OfnucaHWe WMHGOPMALMOHHOM CUCTEMbI U ee
CTPYKTYPHO-(PYHKLMOHAsbHbIX XapaKTEPUCTKK, @ Takxke onucaHue yrpo3 6e3onacHocTi MHdopMaumu, BKoYatolee
onucaHne BO3MOXHOCTEN HapylumTenei (Moaenb HapywwuTens), BO3MOXHbIX YS3BUMOCTEN WH(OPMaLMOHHON
cuUCTeMbl, CrMocoboB peanu3aumm yrpo3 6esonacHocTM MHGOPMauMU WM MOCNEACTBUN OT HapyLUeHUsl CBOWCTB
6e3onacHocTv HbopMaumn.

Ons onpepeneHus yrpo3 6e3onacHOCTM uHdoOpMauuyM u paspaboTkm moaenu yrpo3 6esonacHocTu mMHdbopMmaumm
NPUMEHSIIOTCA MeToAMYEeCKME [AOKYMEHTbI, pa3paboTaHHble n yTtBepxaeHHble ®CTIK Poccum B COOTBETCTBUMM C
noanyHKToM 4 nyHkTa 8 [MonoxeHuss o defepanbHON Cnyxbe MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOJIO,
yTBEPXXAEHHOr0 Yka3oM [lpesvaeHTa Poccuiickon ®depepaumm oT 16 aerycta 2004 r. N 1085 (CobpaHue
3aKkoHoaaTenbCcTBa Poccuickolt ®epepaumn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47,
cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHusl K cucTeEME 3aWwmTbl MHDOPMaLUMM MHAPOPMALIMOHHOW CMCTEMbI ONpeaAensitoTCsS B 3aBUCMMOCTU OT
Kfacca 3alUMLLIEHHOCTU MHQOPMaLMOHHOW CUCTEMbI U yrpo3 6e30MacHOCTM MHOPMaLMK, BKIOYEHHBIX B MOAENb
yrpo3 6e3onacHocTn WH(opMaLmu.
TpeboBaHus K cucTEME 3almThl MHAOPMaLMKU MHGMOPMALIMOHHOW CUCTEMBbI BKIOUAIOTCS B TEXHUYECKOE 3aAaHue Ha
co3gaHve MHMOPMALIMOHHON cucTeMbl U (MNN) TEXHUYECKOE 3aaaHue (YacTHOe TEXHUYECKOE 3aAaHue) Ha co3aaHue
CUCTEMbI 3alMTbl MHGOPMaLUMK MHGPOPMALIMOHHON CUCTeMbI, paspabaTtbiBaemble ¢ ydyetoM FOCT 34.602, FOCT P
51583 1 I'OCT P 51624, 1 Ao/mKHbI B TOM YNCe COAepXaTh:

e Lenb v 3aaaun obecneyeHuns 3almTbl MHbOpMaLMK B MIHOPMaLIMOHHOW cucTeMe;

e  K/aCC 3alMLLIEHHOCTU H(OPMALMOHHOWM CUCTEMDI;

e MepeyeHb HOPMATUBHBIX MPaBOBbLIX aKTOB, METOANYECKNX JOKYMEHTOB M HaLMOHasbHbIX CTaHAAPTOB,
KOTOPbIM AO/MKHA COOTBETCTBOBATb MH(POPMALIMOHHAs CUCTEMA;

e nepeyeHb 06BEKTOB 3aLUMTbl UHDOPMALIMOHHOW CUCTEMbI;

e TpeboBaHWsl K MEPAM M CPeACcTBaM 3alLnTbl MHGOPMaLMK, NMPUMEHSIEMBIM B UH(OPMALIMOHHOW CUCTEME;

e TpeboBaHus K 3almTe MHPOPMALMM NPU UHPOPMALIMOHHOM B3aUMOAENCTBUM C MHLIMU MHAOPMALIMOHHBIMU
cucTeMamu U MHOOPMALIMOHHO-TENEKOMMYHUKALIMOHHBIMU CETSMU, B TOM YKCe C MHOPMALIMOHHBIMY CUCTEMaMM
YNOSTHOMOYEHHOTO NnLA, @ TakXXe MpY NPUMEHEHUN BbIYUCIUTENbHBIX PeCypcoB (MOLLHOCTEN), NpeaocTaBsieMblX
YMO/THOMOYEHHBIM NNLIOM ANs 06paboTkun nHdbopmaumm.

Mpn onpeaeneHun TpeboBaHUA K CUCTEME 3almTbl MHMOPMALUMKM MHDOPMALIMOHHOM CUCTEMbI YUWUTLIBAOTCS
MONOXEHWST MONUTUK obecnedeHnst MHMOPMaLMOHHON 6e3onacHoCTM obnafaTtenst uHdopMaumm (3akasuvka) B
cnyyae wux paspabotkm no FOCT P UCO/M3K 27001 «WMHdopmaumoHHas TexHonorus. Metoabl M CpeacTtsa
obecrieyeHuss 6esonacHoCcTM. CUCTEMbl MeHemKMeHTa WHGOPMaLMOHHOW 6e3omnacHocTU. TpeboBaHusi», a TaKxe
nonutuk obecneyeHns MHMOPMaLMOHHON 6e30MacHOCTM onepaTopa M YMOMHOMOYEHHOrO NiMuUa B 4acTu, He
npoTMBOpeYalLei nonMTukam obnaaatens uHdopMaumn (3akasumka).



Pa3paboTka cucrembl 3awmTbl MHpopMaLUn MHPOPMALIMOHHON CUCTEMDI

15. PaspaboTka CWUCTEMbl 3aluTbl WMHGOPMaUMM MHDOPMALIMOHHOM CUCTEMbI OpraHu3yeTcs obrafjaTenem
MH(OpMaLMK (3aKa3umMKoM).

PaspaboTka cuCTEMbl 3awwuTbl UHbOPMaLUMM  MHGPOPMALMOHHOW CUCTEMbI OCYLLECTBASIETCS B COOTBETCTBUM C
TEXHUYECKUM 33flaHMeM Ha co3jaHue WHGOPMaLUMOHHOW cucTeMbl U (UNKM) TEXHUYECKUM 3afiaHueM (4acTHbIM
TEXHWYECKUM 33flaHMEM) Ha CO3AaHMe CUCTEMbI 3almTbl MHDOPMaUMKM MHPOPMaLMOHHOW cucTeMbl ¢ yyeTom FOCT
34.601 «WHdopMaumoHHas  TexHonorms.  Komnnekc CTaHAapToB  Ha  aBTOMATM3WPOBAHHbIE  CUCTEMBI.
ABTOMaTU3MpoOBaHHble cuctembl. CTagum co3gaHus» (aanee — NOCT 34.601), FOCT P 51583 n TOCT P 51624 1 B TOM
yucne BKIKYaET:

e  MPOEKTMPOBAHME CUCTEMbI 3aLUMTbI MHPOPMALMM MHPOPMALIMOHHOW CUCTEMBI;

e  pa3paboTKy 3KCNyaTaLUMOHHOMN JOKYMEHTALUMM Ha CUCTEMY 3alumTsl MHGOPMaLMKU MHGDOPMALMOHHOM
cucTeMbl;

e  MaKeTMpOBaHWE M TECTUPOBAHWE CUCTEMbI 3aLiuTbl MHGOPMaLMK MHHOPMALMOHHON cucTeMbl (Mpu
HeobxoanmocTu).

CucteMa 3alWmMThbl MHGOPMALMK MHAMOPMALIMOHHON CUCTEMBI HE [OMKHA MPEnsaTCTBOBaTb [AOCTWDKEHMIO Leneit
€03/aH1A MHMOPMALIMOHHOW CUCTEMbI U €€ (PYHKLIMOHMPOBaHMUIO.

Mpu pa3paboTke CUCTEMbI 3almTbl MHGMDOPMaUMKM MHAPOPMALMOHHON CUCTEMbI YYUTLIBAETCS ee MHGOPMaLMOHHoe
B3aMMOJEUCTBUE C UHBIMW MH(DOPMALIMOHHBIMU CUCTEMaMU Y UH(POPMaLIMOHHO-TENTEKOMMYHMUKALIMOHHBIMU CETSMM, B
TOM 4ucne C WMHPOPMALMOHHBIMUA CUCTEMAMM YMOMHOMOYEHHOMO NWUUA, a Talkke MPUMEHEHUE BblYUCIUTENBHbBIX
pecypcoB (MOLLHOCTEN), NPeAOCTaB/IAEMbIX YNOMHOMOYEHHBIM JIULOM ANst 06paboTku MHGbOpMaLmK.

15.1. MNpu NPOEKTUPOBAHMM CUCTEMBI 3aLLUTLI MHOPMALIMKM UHPOPMALIMOHHON CUCTEMBI:

e OnpegensoTcs TUMbl CybbekToB A40CTYNa (NONb30BaTENN, MPOLECCHI U MHbIE CYOBLEKTbI AOCTYNa) U 06bEKTOB
AOCTYNa, SBMSOWMXCS 06beKTaMU 3almThl (YCTPOUCTBA, 06bEKTLI (halinoBOM CUCTEMBI, 3aMycKaeMble U
UcnonHseMble Moaynu, 06beKTbl cMCTeMbl ynpaBneHus 6asammn AaHHbIX, 06bekTbl, co3aaBaeMble NPUKIAAHbLIM
nporpaMMHbIM obecneyveHneM, NHble 06beKTbI 40CTYNA);
onpeaensitoTCs METOAbI YNpaBieHUs AOCTYNOM (AMCKPELIMOHHBIW, MaHAATHBIN, PONIEBOM UM UHbIE METOABI), TUMbI
[JocTyna (Y4TeHue, 3anucb, BbIMOMIHEHNE WU MHblE TUMbI AOCTYNA) U NpaBuUna pasrpaHUyeHns 40CTyna CybbekToB
AocTyna Kk 06bekTaM gocTyna (Ha OCHOBE CNWUCKOB, METOK 6e30MacHOCTM, poniel U UHbIX NpaBu), noanexaiume
peanv3auumn B MHPOPMALMOHHOM CUCTEME;

BbI6MPalOTCA Mepbl 3aWmMTbl MHDOPMaLNM, NoOANEXaLLMe peann3aunm B CMcTeMe 3almTtbl MHopMaumm
WHOPMALIMOHHOW CUCTEMBI;

e  OMpejensitoTCs BUAbI U TUNbI CPEACTB 3alMTbl MHOPMaLmK, obecneunBatoLme peanmn3aumio TEXHUYECKUX
Mep 3aWwmTbl tHdopMaumu;

e  ONpeaensieTcs CTPyKTypa CUCTEMbI 3alWMTbl MHPOPMALMM MHDOPMALMOHHOM CUCTEMBI, BKIIIOYasi COCTaB
(KONMYECTBO) M MecTa pa3MeLLEHUs ee 3IEMEHTOB;

e  OCyLlecTBNSETCS BbI6Op CPeAcTB 3almTbl MHPOPMaLMK, cepTUhULIMPOBAHHbLIX Ha COOTBETCTBUE
TpeboBaHuaM no 6e3onacHOCTM HbOpMaLmK, C yH4ETOM UX CTOMMOCTM, COBMECTUMOCTU C MHPOPMALIMOHHBLIMM
TEXHOJOTUSIMU U TEXHUYECKMMU CPEACTBAaMM, (hyHKUMI 6E30MacHOCTM 3TUX CPEACTB 1 0OCOBEHHOCTEN VX peanvsaumu,
a TaKke Knacca 3alMLEHHOCTM MH(OPMALIMOHHON CUCTEMBI;

e  OnpeaensoTCs NapaMeTpbl HACTPOMKM NPOrpaMMHOro obecneyeHus, BKKOYasi NporpaMMHoe obecneyeHne
CpeacTs 3awWwmThbl MHdopMaumn, obecneyrBalrolme peanm3aumnio Mep 3almnTbl MHOOPMaLMK, a Takke YCTpaHeHue
BO3MOXHbIX YSI3BMMOCTEN MH(OPMALIMOHHOW CUCTEMBI, NPUBOASILLMX K BO3HWKHOBEHWIO Yrpo3 6€30MacHoOCTM
WH(opMaLuu;

e  OnNpefenstoTCs Mepbl 3almThl MHGOPMaLMKU NPpU MHOOPMALMOHHOM B3aUMOAEWCTBUM C MHBIMU
MHMOPMALMOHHBIMU CUCTEMaMM U MHPOPMALIMOHHO-TENEKOMMYHUKALUMOHHBIMU CETSMW, B TOM Yucne C



MH(OPMALMOHHBIMM CUCTEMaMM YMOSTHOMOYEHHOrO /LA, @ TaKKe NPy NPUMEHEHUN BbIYUCITUTENBHBIX PECYPCOB
(MowHoCTEN), NpeaoCcTaBsaeMbIX YNONHOMOYEHHBIM IMUOM Anst 06paboTkun MHbOopMaLmu.

Pe3ynbTaTbl NPOEKTUPOBAHMS CUCTEMbI 3aLLUTbl MHPOPMaLMM MHAOOPMALIMOHHOM CUCTEMBI OTPAXaKTCS B NMPOEKTHOW
JOKYMEHTaLUUN (3CKU3HOM (TEXHMUYECKOM) NpoekTe U (Unun) B paboyein JOKyMeHTauMmn) Ha MHDOPMALIMOHHYIO CUCTEMY
(cuctemy 3awmTbl  MHMOPMaUMKM  MHGMOPMALMOHHOM CUCTEMbI), pa3pabaTtbiBaeMbix ¢ ydeTom [OCT 34.201
«MHdopMaumnoHHas TexHonoruns. Komnaekc ctTaHaapToB Ha aBTOMATU3MPOBAHHbIE CUCTEMbI. Buabl, KOMMNAEKTHOCTb M
0603HaYeHne JOKYMEHTOB MpU CO3AaHUM aBTOMATM3NPOBaHHbIX cuctem» (aanee — FOCT 34.201).

MpoekTHas AOKYMEHTauusi Ha MHQOPMALMOHHYIO CUCTEMY U (MNKN) ee CUCTEMY 3awmTbl MHbOPMauMn nognexar
COrNacoBaHUIo C ONepaTopoM MHAOPMALMOHHOM CUCTEMbI B Cllyyae, €CNv OH OMpeaesieH TakoBbIM B COOTBETCTBUM C
3aKoHOAATENBLCTBOM Poccuiickon degepaumm K MOMEHTY OKOHYaHWsl NPOEKTUPOBaHUS CUCTEMBI 3aLUMTbl MHOpMaLmMm
MHOPMALIMOHHOW CUCTEMBI U HE SIBASIETCS 3aKa3uUMKOM AaHHON MH(OPMALMOHHON CUCTEMBI.

Mpn OTCYTCTBMN HEOBXOAMMBIX CPEeACTB 3alwmThbl MHbOPMaLuK, cepTUdULMPOBAHHBIX HA COOTBETCTBME TpeboBaHMAM
no 6esonacHocTM WHdOpMauunM, opraHu3yeTcs pa3paboTka (AopaboTka) CpeacTs 3alMTbl MHMOPMaUMM U KX
cepTuduKalmsl B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickoi deaepaumy UM npomusBOAMTCS KOPPEKTUPOBKA
MPOEKTHBbIX peWeHnit Mo WHMOPMaUMOHHOW cucTeMe U (MnM) ee cUCTeMe 3aluTbl MHGOPMaLMKU C y4eToM
(PYHKUMOHaNbHbIX BO3MOXXHOCTEN UMEIOLUMXCS CEPTUMULMPOBAHHbLIX CPEACTB 3alUMThl MHOpMaLMK.

15.2. Pa3paboTka 3KCryaTaUMOHHOW AOKYMEHTaLMU Ha CUCTEMY 3alUWTbl MHbOPMaLMM MHOPMALMOHHON CUCTEMBI
OCYLLECTB/ISIETC B COOTBETCTBMM C TEXHWYECKMM 3aflaHMEM Ha CO3AaHue WHQOPMAUMOHHOW cuUCTeMbl U (Unn)
TEXHUYECKMM 3adaHveM (YacTHbIM TEeXHMYECKMM 3aAaHvMeM) Ha CO34aHue CUCTeMbl 3awmTtbhl  MHbOopMaumm
MHHOPMALIMOHHOM CUCTEMBI.
IKCnlyaTauMOHHasl AOKYMEHTaLMsl Ha CUCTEMY 3aluMTbl MHGOPMaLMM MHHOPMALMOHHON CUCTEMbI pa3pabaTbiBaeTcs!
¢ yyetom 'OCT 34.601, FTOCT 34.201 1 I'OCT P 51624 1 gomkHa B TOM YMCie COAEPXKATb ONMcaHue:

e  CTPYKTYpbl CUCTEMbI 3aLLUTLI UHOPMALIMM MHEDOPMALIMOHHOM CUCTEMBI;

e  COCTaBa, MECT YCTAHOBKW, NAPAMETPOB M NOPsiAKa HAaCTPOMKM CPEACTB 3alumMTbl MHGOpMaLmK,
NpOrpaMMHOro obecrneyeHnst U TEXHUYECKMX CPeaCTB;

e  MPaBW/ 3KCMyaTaLMKU CUCTEMbI 3aLUMTBI MHGDOPMALMKU UHPOPMALIMOHHON CUCTEMBI.

15.3. Mpu MakeTUpoBaHUM U TECTUPOBAHUM CUCTEMBI 3aLUMTbI MHAOPMAaLMKU MHAPOPMALIMOHHOM CUCTEMBI B TOM YKMCe
OCYLLECTBIIAOTCS:

e npoBepka paboTocrnocobHOCTU U COBMECTUMOCTYM BbibpaHHbIX CPEACTB 3aLMTbl MHOpMaLMK C
MHMOPMALMOHHBIMU TEXHOMOMMSIMU U TEXHUYECKUMK CPeacTBamu;

e MpoBepKa BbIMOSHEHUS BbIGPaHHbIMM CpeCTBaMU 3aLUMThbl MHOPMaLMK TpeboBaHUiA K cUCTEME 3alUUTbI
UHOpMaLmMK UHPOPMALIMOHHON CUCTEMBI;

e  KOPPEKTMPOBKa MPOEKTHLIX PELIEHNI, pa3paboTaHHbIX NPU CO34aHMM UHGOPMALIMOHHOW CUCTEMBI U (UNK)
CUCTEMBI 3aLUMTbl MHGOPMaLMK MHGOPMALIMOHHOW CUCTEMBI;

e  KOPPEKTMPOBKa MPOEKTHOMN W 3KCMyaTaLMOHHOW AOKYMEHTaLMM Ha CUCTEMY 3alUmThbl HOPMaLIMK
MHOPMALIMOHHOW CUCTEMBI.

MaKeTVpoBaHWe CUCTEMbI 3aLLUTbI MHAOPMaUMKU MHGOPMALIMOHHON CUCTEMBI U €€ TECTUPOBAHUE MOXET NPOBOAUTLCS
B TOM 4uC/e C WUCMOMb30BaHWEM CPeACTB U METOLOB MOAENMPOBaHMSI MHMDOPMALMOHHBIX CUCTEM U TEXHOMOrMiA
BUpTyanusaumu.

BHeapeHue cucTeMbl 3almuTbl MHPOPMaLMN MH(POPMALIMOHHOW CUCTEMDI

16. BHeapeHue cCUCTEMbl 3alWMTbl WMHbOPMaUMM  MHGOPMALMOHHOW CUCTEMbI OpraHuM3yeTcs obriajaTenem
MH(OpMaLMK (3aKa3umMKoM).



BHeapeHue cuCTEMbl 3alWmTbl MHGOPMaUMU MHGOPMALMOHHOM CUCTEMbI OCYLUECTBISIETCA B COOTBETCTBMM C
MPOEKTHOW M 3KCMyaTaLUMOHHON AOKYMEHTALMEN Ha CUCTEMY 3alumMTbl MHAOPMALMKU MHDOPMALIMOHHON CUCTEMbI U B
TOM YMC/E BK/OYAET:

e  YCTaHOBKY W HaCTPOWMKy CPeACTB 3aluuTbl MHGOPMaLMKU B MHOPMaLMOHHON CUCTEME;

e  pa3paboTKy AOKYMEHTOB, Onpeaensowmx npasuna 1 NpoLueaypsl, peanusyeMblie onepaTopoM Ass
obecrneyeHuns 3almTbl UHGOPMaLMK B MHGOPMaLIMOHHOW CUCTEME B XOAE ee 3KCMyaTaumu (danee —
OpraHU3aLMOHHO-PacropsiAMTENbHbIE AOKYMEHTHI MO 3aluTe MHdopMaumm);

e  BHeApeHWe OpraHuU3aUMOHHbIX Mep 3almuTbl MHbOPMaLMK;

e  MpeABapUTESbHbBIE UCTILITAHUS CUCTEMBI 3aLUMUTbI UHGOPMaLMK MHGDOPMALIMOHHOWM CUCTEMDI;

e  ONbITHYIO 3KCM/yaTaLMIO CUCTEMbI 3aLUMTbI UH(OPMaLUK MHGOPMALMOHHONV CUCTEMBI;

e  aHanu3 ys3BMMOCTEN MHAOPMALIMOHHOM CUCTEMbI M MPUHSATVE MEP 3alMTbl MHGOPMaLMK MO UX
YCTPaHEHUIO;

e  MPUEMOYHbIE UCMbITAHUS CUCTEMbI 3aLUMTbI MHGOPMALMKY MHGOPMALMOHHON CUCTEMBI.

K BHeOpeHWlo CUCTeMbl  3alMTbl  MHGOPMaUMM  MHQOPMALMOHHOM  CUCTEMbI  MPUB/IEKAETCS  OMEpATop
MH(OPMALMOHHON CUCTEMbI B C/lyuyae, €C/iM OH OnpedeneH TakoBbiM B COOTBETCTBMM C 3aKOHOAATENLCTBOM
Poccuiickoii deaepaumnnm K MOMEHTY BHEAPEHWSI CUCTEMbl 3alWmTbl UHGOPMauMM MHGOPMALMOHHOW CUCTEMbI U HE
ABNSIETCS 3aKa34MKOM AAHHON MH(OPMALMOHHOW CUCTEMBI.

16.1. YcTaHoBKa M HAcCTpoViKa CPeACTB 3alwmTbl MHGOPMaUmMM B MHAOOPMALMOHHON CUCTEME A0SHKHA NPOBOAWUTLCS B
COOTBETCTBUM C IKCMJTyaTaLUMOHHON AOKYMEHTALMEN Ha CUCTEMY 3alumTbl MHGOPMaLMK UHDOPMALIMOHHOW CUCTEMbI 1
AOKYMEHTaLMeN Ha CpeacTBa 3aluTbl MHGopMaLmn.

16.2. Pa3pabaTbiBaeMble OpraHuW3auMOHHO-pacnopsAnTENbHbIE AOKYMEHTbI MO 3awuTe MHGOPMaumMnm [LOMKHbI
onpeaensaTb Npasuiaa v npoueaypsi:

e ynpaeneHus (aAMUHUCTPUPOBAHMS) CUCTEMOW 3aLUmTbl MHGOPMaLMKU MHAOPMALIMOHHON CUCTEMBI;

e  BbISIBIEHWS| MHLMAEHTOB (OAHOMO COBLITUS UMM TPYNMbl COBLITUI), KOTOPbIE MOTYT NMPUBECTU K COOSAM Mn
HapyLLeHMO (hYHKUMOHMPOBaHUS MHGOPMaLMOHHOMN CUCTEMbI U (M) K BO3HUKHOBEHMIO Yrpo3 6e30macHoCTU
nHdopMauum (aanee — MHUMAEHTBI), U pearnpoBaHns Ha HUX;

e  yNpaBneHus KoOHbUrypaumei aTTrecToBaHHON MHMOPMALIMOHHOM CUCTEMbI U CUCTEMBI 3aLUMThI MHDOPMaLMu
WHOPMALIMOHHOW CUCTEMBI;

e  KOHTpOnsi (MOHUTOPMHIA) 3a 0b6ecneyeHeM YpOoBHS 3aLUMLLEHHOCTM MHdOPMaLmK, coaepxalleincs B
MHOPMALIMOHHOM CUCTEME;

e  3aWWMTHI MHDOPMaLWK NPU BbIBOAE M3 3KCMNyaTaumMn MHGOPMALMOHHON CUCTEMbI UK NOCIE NPUHSTUS
peweHnst 06 oKoHYaHUKn 06paboTkn nHdopmaumm.

16.3. Mpy1 BHEAPEHMM OPraHM3aLMOHHBIX MEP 3aLMTbl MHGMOPMaLMKU OCYLLECTBASIOTCS:

e  peanv3auus NpaBui pasrpaHUYeHns 4OCTYNa, PEriaMeHTUPYIOLWMX NpaBa AOCTyrna CybbekToB AOCTyMNa K
o6bekTaM A0CTyna, U BBEAEHUE OrpaHUYeHunid Ha AeCTBUS NoNb30oBaTenel, a Takxke Ha U3MEHEHWE YCII0BUI
3KCNnyaTaumu, cocTasa 1 KOHPUIrypaLmm TeEXHUHECKUX CPEACTB U NPOrpaMMHOro obecneveHus;

e  TMpOBeEpKa MOSIHOThI M AETaIbHOCTY OMWCaHWsSI B OpraHU3aLMOHHO-PacnopsiAMTENbHBIX AOKYMEHTaxX Mo
3awmTe MHbopMaumm AeUCTBUI NOMb30BaTENEN M aiMUHUCTPATOPOB MH(OPMALIMOHHON CUCTEMBI MO peanvsaumm
OpraHu3aLMOHHbIX Mep 3alMTbl UHcbopMaLmum;

e OTpaboTka AENCTBMIA AOMKHOCTHBIX ML U NOAPA3AeNeHNi, OTBETCTBEHHBIX 3@ peanu3aumio Mep 3aLuThl
WH(opMaLmu.

16.4. MpeaBapuTesibHblE WUCMbITaHWUS CUCTEMbl 3alMTbl MHGOPMauMM WMHGOPMALMOHHON CUCTEMbI MPOBOAATCS C
yyeToM FOCT 34.603 «UHOpMaLMOHHas TEXHONMOrMs. Buabl UCMbITaHWMI aBTOMATM3MPOBaHHbIX CUCTEM» (panee —
FOCT 34.603) ¥ BKIOYAIOT NPOBEPKY PaboTOCNOCOBHOCTU CUCTEMbI 3alUUThl MHMOPMaLMM MHMOOPMALMOHHOM



CUCTEMBI, @ TaKXe MPUHATAE pELLEHUS O BO3MOXHOCTM OFMbITHOM 3KCMJyaTaluu CUCTEMbI 3aluuTbl MHOpMaLmu
MHOPMALIMOHHOW CUCTEMBI.

16.5. OnbiTHast aKcnayaTaumsl CUCTEMbl 3almTbl MHGDOPMaUMKM MHAPOPMALIMOHHOW CMCTEMbI NMPOBOAMTCS C YYETOM
FOCT 34.603 ¥ BKIOYAET MNPOBEPKY (PYHKLUMOHMPOBAHWUS CUCTEMbI 3aliMTbl MHbOPMaUUM UHQOPMALIMOHHON
CUCTEMBbI, B TOM 4YWC/IE peEanM30BaHHbLIX Mep 3alWuTbl MHGbOPMauMK, a TakKkKe TFOTOBHOCTb MOJSib30oBaTenen u
aAMUHUCTPATOPOB K 3KCr/yaTaunm CUCTEMbI 3aLLUTbl MHBOPMaLMM MHDOPMALIMOHHOM CUCTEMBI.

16.6. AHanua ysi3BUMOCTEN MHMOPMALMOHHOW CUCTEMbI MPOBOAWUTCS B LENSX OLEHKM BO3MOXHOCTM MpeoaosieHus
HapyLMTENEM CUCTEMbI 3alUUTbl MHDOPMaUMM MHMDOPMALMOHHOM CUCTEMbI U NPEAOTBPALLEHUS peanv3aunm yrpos
6e3onacHocTV nHbOpMaLmu.

AHanu3 ysi3BMMOCTEN MHMOPMALMOHHOM CUCTEMbI BKITIOYAET aHanv3 ysSi3BUMOCTEN CPeACTB 3almThl MHOpMaumi,
TEXHWYECKUX CPEACTB U NPOrpaMMHOro obecneyeHms UHPOPMaLIMOHHOW CUCTEMBI.

Mpy aHanuse ys3BMMOCTEN MH(OPMALMOHHON CUCTEMbI MPOBEPSIETCS OTCYTCTBME M3BECTHBLIX YSI3BUMOCTEN CPEACTB
3alUMTbl UHOPMaLIMK, TEXHUYECKUX CPEACTB M NMPOrpaMMHOr0 06ecrneyeHnsi, B TOM YMC/E C YYETOM UHOpMaLmK,
umeloLLeics Y pa3paboTuMKoB M MOMyYEHHOW U3 APYrux 06LWeAoCTYNHbIX MCTOYHUKOB, MPaBUIbHOCTb YCTaHOBKM W
HaCTPOMKM CPeACTB 3alnTbl MHAGOPMaLMKM, TEXHUYECKMX CPeacTB M MpOrpaMMHOrO oBecriedeHusi, a Takxke
KOPPEKTHOCTb paboTbl CPEACTB 3aWmTbl MHGOPMaUMKU MpU UX B3aMMOAEUCTBUM C TEXHUYECKMMM CPEACTBAMM W
nporpamMMHbIM o6ecneyeHnemM.

B cnyyae BbIsIBNEHUS ySI3BUMOCTEN MH(OPMALMOHHON CUCTEMBI, NMPUBOAALIMX K BO3HUKHOBEHMIO [OMOSHUTENbHbIX
yrpo3 6e3onacHocT¥ WHGOpMauuK, NPOBOAWTCS YTOYHEHWE MOAENU Yrpo3 6e30MmacHOCTM MHdbOopMauuyM U Mpu
HEOBXOAMMOCTU MPUHWMMAIOTCS  [OMONHUTENbHbIE MEPbl 3aliMThbl MHGMOPMaUWMKM, HamnpaBleHHble Ha YCTpaHeHwe
BbISIB/IEHHbIX  YS3BUMOCTEM WM MCK/HOYAOLME BO3MOXHOCTb  MCMOSIb30BAHWSI  HApPYLIUTENEM  BbISIBIEHHbIX
YSI3BUMOCTEMN.

16.7. MpreMoyHble UCMbITAaHUS CUCTEMbI 3alMTbl MHPOPMaLMM MHAOPMALIMOHHON CUCTEMbI MPOBOASTCS C YYETOM
FOCT 34.603 v BKJIIOYAOT NMPOBEPKY BLIMOSHEHWSI TPEBOBAHMI K cMCTEME 3aluTbl MHOPMauMM MHOPMaLIMOHHOW
CUCTEMBI B COOTBETCTBUM C TEXHWYECKUM 3a[aHUEM Ha CO3AaHue MHQOPMALMOHHON CUCTEMbI U (UNN) TEXHUYECKUM
3afaHvMeM (4YacTHbIM TEXHUYECKMM 33[jaHMeM) Ha CO3[aHWe CUCTEMbl 3aluTbl MHbOpPMauUMKM WMHGOPMALMOHHOM
CUCTEMBI.

ATTecTtauuns nHhOopMaLMOHHOW CUCTEMBbI U BBOJ, €e B AieiicTBue

17. ATTectaums WHGOPMALMOHHOW CUCTEMbI OpraHusyeTcs obnagateneMm WHgopMauuy (3aKasumkoM) Wau
0MnepaTopoM M BK/IOYAET NpoBeAeHUe KOMIIEKCa OpraHU3aLMOHHBIX U TEXHUYECKUX MEPONPUATUIA (aTTECTaLMOHHBIX
UCMbITaHW), B pe3ynbTaTe KOTOPbIX MOATBEPXKAAETCS COOTBETCTBME CUCTEMbl  3aWMTbl  MHOpMaLUMK
MH(OPMaLIMOHHON CcUCTEMbI HAacTosILLMM TpeboBaHMsM.

17.1. B KayecTBe MCXOAHbIX AaHHbIX, HEOOXOAMMbIX A aTTecTaumMu MHGOPMALMOHHOW CUCTEMBI, UCMOMb3YHTCS
MoAenb yrpo3 6e3omacHoCTM MHbOpMauMK, akT kraccudmkaumm MHPOPMaLMOHHOW CUCTEMbI, TEXHUYECKOE 3aAaHue
Ha co3pjaHve WHMOPMALMOHHON CUCTEMbl U (MNM) TEXHWUYECKOE 3ajaHue (YacTHoe TEeXHUUYEecKoe 3aAaHue) Ha
CO3/laHne CUCTeMbl 3aluTbl  MHGOPMaUMU  MHAPOPMALMOHHOW CUCTEMbI, MNPOEKTHas W  3KCryaTauuoHHas
AOKYMEHTaLMs Ha CUCTEMY 3alUWTbl MHMOPMaLUM MHAOPMALIMOHHOW CUCTEMBI, OPraHU3aLMOHHO-PACoPSAUTESNbHbIE
AOKYMEHTbI MO 3almTe MHGOPMaUMKM, pesynbTaTbl aHansa ys3BUMOCTEN MHMOPMALMOHHON CUCTEMbI, MaTepuarbl
npeaBapuTENbHbIX U NMPUEMOYHBIX UCTIbITAHUIA CUCTEMBI 3aluThl MHAOPMaLMN MHDOPMALIMOHHON CUCTEMBI, @ TaKXe
WHble JOKYMeHTbI, pa3pabaTbiBaeMble B COOTBETCTBUM C HACTOALWMMM TpeboBaHWaMM.

17.2. ATTecTaumMss MHGOPMALMOHHOW CUCTEMbI MPOBOAMTCA B COOTBETCTBUMM C MPOrPpaMMOi M METOAMKaMM
aTTECTALMOHHbBIX MCMbITaHUIA [0 Hayana ob6paboTkuM WHGOopMauuM, noanexailen 3almTte B MHMOOPMaLMOHHON
cucteme. [ng npoBedeHus aTTecTaumMu MHGOPMALMOHHOW CUMCTEMbI MPUMEHSIIOTCA HaLMOHA/bHbIE CTaHAapThl, a



TaKXKe METoANYECKME AOKYMEHTHI, pa3paboTaHHble 1 yTBepxaeHHble PCTIK Poccum B COOTBETCTBMM C NOAMYHKTOM 4
nyHkTa 8 MonoxeHus o GeaepanbHOW CnyXbe Mo TEXHUUYECKOMY U SKCMIOPTHOMY KOHTPOSIO, YTBEPXXAEHHOTO YKa30M
Mpe3naeHTa Poccuiickoli ®eaepaumnm ot 16 aBrycta 2004 r. N 1085.

Mo pe3ynbTaTaM aTTECTaUMOHHBIX UCMbITaHWM OCDODMJ'IFHOTCH NPOTOKO/1bl aTTECTAUMOHHbIX VICI'IbITaHVIVI, 3aKJ1lo4EeHNnEe
O COOTBETCTBMU VIHCbOpMELI,VIOHHOVI CUCTEMbI Tpe6OBaHVIFIM 0 3awmTe MHbOPMauUMM M aTTecTaT COOTBETCTBUS B
cny4ae NoNnoXXUTeNbHbIX Pe3y/bTaTOB aTTECTAUMOHHbIX UCTIbITaHWI.

17.3. [donyckaeTcs aTTectaumsi UHQOPMALUMOHHOW CUCTEMbl HAa OCHOBE pe3y/bTaTOB aTTECTALMOHHbBIX WCMbITaHWUN
BblENEHHOro Habopa CerMeHToB MHMOPMALMOHHON CUCTEMbI, PEeanu3yloWmMxX MOMHYI0 TEXHONOrUK 06paboTku
nHdopMaLmun.

B 3TOM cnyyae pacnpocTpaHeHue aTTecTaTa COOTBETCTBMSI Ha [Apyrve cermMeHTbl WH(OPMaLMOHHON CUCTEMBI
OCYLUECTBASAETCA MpW  YCIOBUM WX COOTBETCTBUS CErMEHTaM  WMHGOPMALIMOHHOW  CMCTEMbI,  MPOLUEALLNM
aTTECTALMOHHbIE UCMbITaHMA.

CerMeHT CUYMTAETCA COOTBETCTBYIOWMM CErMEHTY MH(OPMALMOHHON CUCTEMbl, B OTHOLIEHMM KOTOPOro 6bisn
NpOBEAEHbl aTTECTAUMOHHbIE MCMbITAHUS, €ClM ANS yKasaHHbIX CErMEHTOB YCTAHOBJMEHbI OAVMHAKOBbIE KaCChl
3alMLLEHHOCTY, Yrpo3bl 6e30MacHOCTM  MHGOpMauMK, peanv3oBaHbl OAMHAKOBbIE MPOEKTHbIE PELIEeHVst Mo
MHHOPMALIMOHHON CUCTEME U ee CUCTEME 3alumTbl MHBOPMaLMK.

COOTBETCTBME CErMEeHTa, Ha KOTOPbIM PacrpoOCTPaHAETCA aTTecTaT COOTBETCTBMS, CErMeHTy WH(OPMAaLMOHHON
CACTEMbI, B OTHOLUEHWM KOTOPOro 6blM MPOBEAEHbl ATTECTALMOHHLIE WCMbITAHWA, MOATBEPXAAETCA B XOAE
MPUEMOYHBIX UCTLITAHUIA UHPOPMALIMOHHON CUCTEMBI M CErMEHTOB MH(OPMALIMOHHOW CUCTEMBI.

B cerMeHTax MHGOPMALMOHHOW CUCTEMbI, Ha KOTOpble PACMPOCTPAHSIETC aTTecTaT COOTBETCTBUS, ONEPATOPOM
obecrieunBaeTcs  COGMIOAEHME  SKCMYaTaUMOHHOM  [JOKYMEHTaUMM Ha  CUCTEMY  3alWTbl  MHOpMaumu
MH(OPMALIMOHHOMN CUCTEMBI 1 OPraHWM3aLIMOHHO-PACNOPAANTENbHBIX [JOKYMEHTOB MO 3alluTe MHbopMaLWM.

OcobeHHOCTV aTTecTaumMm MHGOPMALMOHHON CUCTEMbI Ha OCHOBE PEe3yNbTaTOB aTTeCTaUMOHHBLIX WCMbITaHWM
BblAeNeHHOro Habopa ee CerMeHTOB, a TaKXe YC/OBUSI U MOPSAOK PacrnpoCTpPaHEHUs aTTecTaTa COOTBETCTBUSI Ha
Apyrve cerMeHTbl WMHGOPMaLUMOHHOW CUCTEMbI ONpeaensiloTcs B MporpaMMe U MeToAMKax aTTeCTauMOHHbIX
UCMbITaHW, 3aKNOYEHUN U aTTecTaTe COOTBETCTBUS.

17.4. MoBTOpHasi aTTecTauMsi MHPOPMALMOHHON CUCTEMbI OCYLLECTB/SIETCS B C/llydae OKOHYAHWSI CpoKa AeNCTBuUS
aTrectaTa COOTBETCTBUS WM MOBbILIEHWS Knacca 3aliMLIEHHOCTM MHMOPMALUMOHHOW cucTeMbl. Mpu yBenuueHuu
coctaBa yrpo3 6e3omacHoCTU MHMOPMaLMKU UNKM U3MEHEHUSI MPOEKTHBIX pPeLIeHWi, peanu3oBaHHbIX Mpy Co34aHUu
CUCTEMBI  3alUTbl  MHOPMaUMM  MHMOPMALMOHHON CUCTEMBbI, MPOBOASTCS AOMOSHUTESNbHbIE ATTECTALUMOHHbIE
UCMbITaHWSI B PaMKax AEUCTBYIOLLEro aTTecTaTta COOTBETCTBHSI.

17.5. Beoa B peicTBMe MHOOPMALMOHHON CUCTEMbI OCYLLECTBSIETCS B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuiickort degepaumm 06 MHGOpMaUmMM, MHGOOPMALMOHHBIX TEXHOMOMMSIX M O 3aluTe MHGOPMaUMu 1 C y4eToM
[OCT 34.601 v npu Hanuuuu aTTecTaTa COOTBETCTBUS.

O6ecneuyeHne 3aWmThl qu)opMauuu B XoAe 3KcrJjiyataumum aTTecToBaHHOM MHCbOpMaLIMOHHOFI CUCTeMmbl

18. O6ecnevyeHve 3awmTbl WMHMOpMaUMM B XoAe 3KCr/lyaTauuMu aTTeCTOBaHHOW MH(MOPMaLMOHHOW CUCTEMBI
OCYLLECTB/ISIETC  OMEPaTOpOM B COOTBETCTBUM C  IKCM/IyaTaLUMOHHOW [OKYMEHTauMeil Ha CucTemy 3aluuTbl
nHdOpMaLMM U OpraHU3aUMOHHO-PacnopsaaMTENbHbBIMUA AOKYMEHTaMK MO 3awuTe uHdOpMauMn M B TOM 4ucne
BKJTIOYAET:

e ynpaeneHue (aAMUHUCTPUPOBAHME) CUCTEMON 3aLUMTbLI MH(OPMaLMKM MHDOPMALMOHHON CUCTEMBI;
e  BbISIBNIEHNE UHLIMAEHTOB U PEArMpoBaHUE Ha HUX;



e  ynpaBneHne KOHbUrypaumei aTTecToBaHHON MHAOPMALMOHHOM CUCTEMBI U €€ CUCTEMbI 3aLLUTHI
WHopMaLmu;

e  KOHTPO/b (MOHWTOPMHT) 3a 06ecrneYeHneM ypoBHS 3alUMLLEHHOCTM MHADOPMALMK, COAepXKalLeincs B
MHOPMALIMOHHON cucTeMe.

18.1. B xope ynpaBneHust (aAMWHUCTPUPOBAHMS) CUCTEMOMN 3almTbl UHOpMaUMM WMHGOPMALMOHHON CUCTEMBI
OCYLLEeCTBAAIOTCS:

e  3aBefeHMe W yaaneHune yYeTHbIX 3anucei nonb3oBaTenei, yrnpaBneHme noHOMOUMSIMU Nofb3oBaTenei
WHOPMALIMOHHOW CUCTEMBI U NOAAEPXKaHWe NpaBui pasrpaHMyeHns 40CTyna B MHCOPMaLMOHHOW cucTeMe;

e  YMNpaBneHWe CpeacTBaMm 3alwmTbl MHGOPMaUMKM B MHGOPMaLMOHHON CMCTEME, B TOM YKUC/Ie NapaMeTpamm
HaCTPOIMKM NporpaMMHOro obecneyeHns, BkItoYas NporpaMMHoe obecneyeHme CpeacTs 3awmTbl MHopMaumnm,
yrnpaBneHne YYETHLIMI 3aMUcaMKU NOJb30BaTeNEelN, BOCCTaHOBNIEHNE paboTOCNOCO6HOCTU CPEACTB 3allUThI
WHOPMaLMKM, reHepaLmio, CMEHY U BOCCTAHOBMIEHWE Maponen;
yCTaHOBKa OBHOBJIEHMIA NPOrpaMMHOIro 0becneyeHusi, BKoYasi NporpaMMHoe obecneyeHne CpeacTB 3alumThl
nHdopMaLmm, BbiMycKaeMbix pazpaboTunkamu (MPOM3BOAUTENSIMU) CPEACTB 3almMTbl MHhOPMaLmMM MAK Mo mx
MOpy4eHUIo;

e  LIEHTpann30BaHHOE yrpaBieHne CUCTEMOW 3alumThl MHGOPMaLMK MHGOPMALIMOHHON cucTeMbl (Mpu
HeobxoanMoCTH);

e  perucTpaums v aHanus cobbITUiA B MHMOPMALIMOHHONM CUCTEME, CBSA3aHHbIX C 3alMToN MHdbopMaummn (aanee
- cobbITns 6e3onmacHoCTH);

e  MHbOPMMPOBaHWE Nonb3oBaTenei 06 yrposax 6e3onacHoCTU MHdOopMaLmMK, 0 NpaBuiax KCnyaTaumum
CUCTEMBI 3aLMTbl MHOPMaLMM MHDOPMALIMOHHOM CUCTEMbI M OTAENbHBIX CPEACTB 3alUMThl MHGBOPMaLMK, a Takxke ux
obyueHue;

e  COMpPOBOXZAEHME (DYHKLUMOHMPOBAHWSI CUCTEMBI 3aLUMThbl MHGOPMaLMK MHOPMALIMOHHOW CUCTEMBI B XOAE ee
3KCMN/yaTaumu, BKItOYasi KOPPEKTUPOBKY 3KCMyaTaUMOHHOW AOKYMEHTALMM Ha HEe U OpraHn3aLMOHHO-
pacnopsanTenbHbIX JOKYMEHTOB MO 3almte nHdopmauum;

18.2. B x0A€ BbISIBNEHUSI UHLUMAEHTOB M PearMpoBaHusl Ha HUX OCYLLECTBIISIIOTCS:

e OfpegeneHve nuu, OTBETCTBEHHbIX 33 BbiSBEHWE MHLUWAEHTOB W pearmpoBaHNe Ha HUX;

e 0b6HapyxeHue 1 ngeHTubmnKaumns MHUMAEHTOB, B TOM YMC/e OTKa30B B 06CnyxuBaHun, cboes
(nepe3arpy3ok) B paboTe TeXHNYECKUX CPeacTB, MPOrpaMMHOro obecneveHmnst n CpeacTs 3almTbl MHGOPMaLMu,
HapyLLeHW NpaBun pasrpaHUYeHnst 40CTyna, HenpaBoMepHbIX AeUCTBUIA Mo cbopy MHbOpMaLMK, BHEAPEHWI
BPEAOHOCHBIX KOMMbIOTEPHBIX MPOrpaMM (BUPYCOB) U MHbIX COBLITUI, MPUBOASILLMX K BO3HUKHOBEHWIO MHLMAEHTOB;

e  CBOEBpeMeHHOe MHMOPMMPOBAHWE NNL, OTBETCTBEHHLIX 33 BbISIBNIEHWE MHLUMAEHTOB U pearnpoBaHune Ha
HUX, O BO3HWKHOBEHWUN UHUMAEHTOB B MH(OPMALMOHHOM CMCTEME MO/b30BATENSIMU U aAMUHUCTPATOPaMu;

e  aHaNW3 MHUMAEHTOB, B TOM YWCNe onpeaeneHmne UCTOYHUKOB Y NPUYNH BO3HUKHOBEHUS MHLUMAEHTOB, a
TakXKe OLleHKa WX MOCNeACTBUIA;

e  M/IAHUPOBAHWE W NPUHSATUE MeEP MO YCTPAHEHUIO UHUMAEHTOB, B TOM YMC/E MO BOCCTAHOB/IEHUIO
MH(OPMALIMOHHOM CUCTEMBI U €8 CErMEHTOB B C/Tyuae 0TKasa B 06C/TY>XMBaHWUM MM Nocsie C60eB, YCTPaHEHMIO
NOCNeACTBUIN HapyLUEHWsi NpaBu pasrpaHUYeHnst A0CTyna, HeNpaBoMeEpPHbIX AeCTBUI Mo cbopy MHbopMaLmy,
BHEApEeHUs1 BPEAOHOCHBIX KOMMbIOTEPHBIX MPOrpaMM (BUPYCOB) M UHbIX COBLITUI, MPUBOASLUMX K BOSHUKHOBEHUIO
WHUMAEHTOB;
nnaHMpoBaHWe 1 NPUHATME Mep MO NpeAoTBPaLLEHMIO NOBTOPHOIO BO3HMKHOBEHUS! MHUMAEHTOB.

18.3. B xoae ynpaBneHust KOHdUrypaumeil aTTecToBaHHOW WH(OPMALMOHHON CUCTEMbI M €8 CUCTEMbI 3aLUUTHI
MHbOPMaLMM OCYLLECTBNSIOTCS:

e rofaep)KaHue KOHMbUrypauum MHGOPMALMOHHOW CUCTEMBI M €€ CUCTEMBI 3aLLUMTbl UH(OPMaLIMK (CTPYKTYpbI
CUCTEMBI 3aLLUMTbI MHGOPMaLIMKM MHGOPMALIMOHHOW CUCTEMBI, COCTaBa, MECT YCTAaHOBKU M NapaMeTPOB HaCTPOMKK
CpeacTB 3almTbl UHPOPMaLIMK, MPOrpPaMMHOro 06ecneyeHns U TEXHUYECKUX CPeACTB) B COOTBETCTBUM C



3KCM/yaTauMOHHON JOKYMEHTaUMEN Ha CUCTEMY 3almTbl MHdOopMaumn (NoaaepxaHne 6a3oBoi KOHMUIypaumm
MHOPMALIMOHHOMN CUCTEMbI U €8 CUCTEMBI 3aLLUMTbI MHGOPMaLWK);

e  OnpeaeneHue nuL, KOTOPbIM pa3peLleHbl AENCTBUS MO BHECEHUIO M3MEHEHMIA B 6a30BYy0 KOH(Urypaumio
MHHOPMALMOHHON CUCTEMbI U €8 CUCTEMbI 3aLMTbI MHOpMaLmK;

e  YnpaBneHVe n3MeHeHnsIMmM 6a30BoOIN KOHMUIrypaumm MHPOPMaLIMOHHOW CUCTEMBI U ee CUCTEMbI 3aLLMTbI
nHbOPMaLMK, B TOM YKCIE OnpeaeneHre TUMNOB BO3MOXHBIX M3MEHEHUI 6a30B0OM KOHMUrypauum MHDOPMaLMOHHOM
CUCTEMbI U €€ CUCTEMbI 3aLUMTbl MHGOPMaLIMK, CAHKLMOHUPOBaHME BHECEHUS U3MEHeHUI B 6a30BYH0 KOHMUIypaLmio
MHHOPMALIMOHHON CUCTEMbI U €8 CUCTEMbI 3aLLMTbI MHOPMaLMK, LOKYMEHTUPOBaHWE AENCTBUIN NO BHECEHMIO
N3MEHeHWI B 6a30BYt0 KOHDUIrypaLmnio MHOOPMaLIMOHHOW CUCTEMbI M ee CUCTEMBI 3aLUUTbl MHDOPMaLMK, COXPaHEHWE
[aHHbIX 06 U3MeHeHUsix 6a30B0l KOHMUIypaLmm HDOPMALIMOHHOW CUCTEMBI U e CUCTEMbI 3alUMTbl UHOPMaLuK,
KOHTPO/b AEACTBUI NO BHECEHUIO M3MEHEHUI B 6a30BYH0 KOHMUIypaLmMio MHGOPMALIMOHHOWM CUCTEMBI U €€ CUCTEMBI
3awWwmnTbl MHbOPMaLumm;

e  aHanM3 NOTEHUMAsbHOrO BO3AENCTBUSA MaHMPYyEMbIX U3MEHEHMI B 6a30BONM KOHMbUMypaLmm
MHMOPMALIMOHHOMN CUCTEMbI U €8 CUCTEMBI 3alLUMTbI MHGOPMaLMK Ha obecriedeHre 3almTbl MHbopMaLmK,
BO3HWKHOBEHWE AOMONTHUTENBHBIX Yrpo3 6e3onacHoCT! MHbopMaumm 1 paboTocnocobHOCTb MHMOPMaLIMOHHOM
CUCTEMBI;

e OfpeaeneHve NapaMeTpoB HAaCTPOWKM NPOrPAMMHOMO obecrneyeHus, BKIOYasi NporpaMMHoe obecrneyeHme
CPeACTB 3aWmnTbl MHGOPMaUMK, COCTaBa 1 KOHMUIypaLmum TEXHUYECKMX CPeACTB M NporpaMMHOro obecneveHns Ao
BHECEHUS U3MEHEHUI B 6a30BYI0 KOH(UIypaUmto MHOPMALMOHHOM CUCTEMbI U €8 CUCTEMBI 3aLLUWTbI MH(OpMaLWy;

e  BHeceHue nHdopMaLum (AaHHbIX) 06 3MeHeHMsIX B 6a30BOI KOHMDUrypaLmm MHGOPMALIMOHHON CUCTEMBI U
€e CMCTEMbI 3aLWMTbl MHPOPMALMK B SKCNIyaTaUMOHHYIO AOKYMEHTALMIO HAa CMCTEMY 3almTbl MHdopMauum
MHHOPMALIMOHHOMN CUCTEMBI;

e MPUHATME PELLEHUSI MO pe3y/ibTaTaM YNpaBieHUst KOHbUrypaLumel 0 NoBTOPHOM aTTecTauum
MHOPMALIMOHHOMN CUCTEMbI UM MPOBEAEHNN AOMONHUTESNBHBIX aTTECTALUMOHHBIX UCMbITaHWMA.

18.4. B xoae kOHTponsi (MOHWTOPWHra) 3a 06ecrneYeHeM YpOBHSI 3aLUMLLEHHOCTV MHAOPMaUMK, CoaepXallencs B
MH(OPMaLIMOHHON CUCTEME, OCYLLECTBNSIIOTCS:

e  KOHTPOJb 3a COBbITUSIMM HE30MACHOCTU M AENCTBMSIMU NOJIb30BaTeNeN B MHPOPMALIMOHHONM CUCTEME;
KOHTPO/Ib (aHanu3) 3almILEHHOCTU MHMOPMaLMK, CoOAEPXKALLENCS B MH(OPMALIMOHHONM CUCTEME;
aHanu3 u oueHka yHKLMOHUPOBaHNS CUCTEMBI 3aLLMTbl MHdOPMaLMKU MHAOPMaLIMOHHON CUCTEMBI, BKIOYast
BblSIB/IEHWE, aHaNn3 U YCTPaHEHNe HefoCTaTKOB B (OYHKLUMOHMPOBAHUM CUCTEMbI 3aLLMTbl MHDOpMaLMK
WHOPMALIMOHHOW CUCTEMBI;

e  TMEpUOAMYECKMI aHANIN3 U3MEHEHMS Yrpo3 6e30nacHOCTY MHOpMaumMK B MHGOPMaLIMOHHOW CUCTEME,
BO3HMKAIOLLMX B XOAE €e 3KCMnnyaTauum, U NpUHATME Mep 3almnTbl MHOPMaUmMK B Clly4ae BO3HUKHOBEHUS HOBbIX
yrpo3 6e3onacHocT1 nHgopmaumu;

e [JOKYMEHTMpOBaHve npoueayp 1 pe3ynbTaToB KOHTPONs (MOHUTOPUHIA) 3a obecneyeHnem ypoBHS
3aLUMLLEHHOCTM MHdOPMaLMK, coaepxkalleincsl B MHOPMaLMOHHON CUCTEME;

e  MPUHSATUE pelleHns No pe3ysibTaTaM KOHTPons (MOHUTOPUHra) 3a obecneyeHneM ypoBHS 3alMLLEHHOCTM
UHdbopMaLmm o fopaboTke (MoAEpHM3aLMM) CUCTEMBI 3aLUMTbI MHOPMaLMKM MHOPMALIMOHHOWM CUCTEMbI, MOBTOPHOWM
aTTecTaumMm MHMOOPMAaLMOHHOMN CUCTEMbI UM NMPOBEAEHWMN AOMOSTHUTENBHBIX aTTECTALMOHHbIX UCTIbITAHWUNA.

O6ecneueHune 3aWmThbl VIHdJOpMaI.IVIM npuv BbiBOAE U3 SKCrultyaTayum aTTeCTOBaHHOM VIHCbOpMaLIMOHHOFI
CUCTEMbI UIN NoCe NPUHATUA pelleHunsn 06 OKOHYaHuUK OﬁpaGOTKM uchopmauuu

19. O6ecneyeHne 3almTbl MHDOPMALMK NPU BbIBOAE U3 3KCM/yaTalUuW aTTECTOBAHHON MHGOPMALMOHHOW CUCTEMBI
WM nocne npuHATMS peleHnss 06 OKOH4YaHuM 06paboTkn uMHQOpPMaLMKM  OCYLLEeCTBASIETCS OMnepaTopoM B
COOTBETCTBUM C 3KCMJTyaTaLMOHHOW AOKYMEHTAUMEN Ha CUCTEMY 3allMTbl MHOPMaLUMM MHAOPMALIMOHHONM CUCTEMBI U
OpraHv3auUMOHHO-PaCNopSANTENBHBIMU - JOKYMEHTaMU MO 3awmTe WHbOpMauMM M B TOM 4uCNe BKJ/IOYAET:
apXvMBMpPOBaHue nHbopMaLmm, copaepaLiencst B MHOPMaLIMOHHOM cncTeme;
YHUUTOXeEHME (CTUpaHME) AaHHbIX M OCTaTOYHOM WMHGOPMaLMM C MaLUMHHBIX HOCUTENen WHdopMaumun u (unu)
YHUUTOXEHME MALLUMHHBIX HOoCUTeNel UHdbopMaLmu.



19.1. ApxvBMpOBaHMe WMHGOPMaLUuM, coaepXxallenicss B MHMOPMALMOHHON CUCTEME, AOJIKHO OCYLLECTBASTHCS MpU
Heo6X0AMMOCTY AanbHENLLErO UCMONb30BaHNS UHPOPMaLMK B AeATENIbHOCTM onepaTtopa.

19.2. YHuuTOXEHWe (CTMpaHME) AaHHbIX M OCTATOYHOW MHMOPMaUMM C MalMHHBIX HOCUTENeN WHGOopMaumn
Npou3BOAUTCA MpuM  HEOBXOAMMOCTM Mepedayy MalMHHOMO HocuTens MHdOopMauuu ApyroMy nosb30BaTenio
MHGOPMALMOHHOW CUCTEMbI WM B CTOPOHHME OpraHu3auuM [ns PEMOHTA, TEXHUUYECKOrOo OBCAYXMWBAHWUSA WU
AANbHENLLIENO YHUUTOXEHUS.

Mpv BbiBOAE M3 3KCM/yaTaUMM MalMHHBIX HOCUTenen MHGOpMauMKM, Ha KOTOPbIX OCYLLECTBMS/IUCL XPaHEHWEe Wt
06paboTka MHdOPMaLMK, OCYLLECTBASETCS (DU3NUECKOE YHUUTOXEHWUE STUX MALLMHHBIX HOCUTENeN MHbopMaLmm.

III. Tpe6oBaHMa K MepaM 3awWwmTbl MHOpMaLMK, coageprkalleincs B UHPOPMALIMOHHOW cucTeMe

20. OpraHM3aUMOHHbIE U TEXHUYECKME MEPbI 3aLLMTbl MHGOPMaLUWK, peanusyemble B MHGOPMALMOHHON cucTeMe B
paMKax ee CUCTeMbl 3alWmTbl MHMOPMaUMK, B 3aBMCMMOCTM OT Yrpo3 6e30nacHOCT1 MHdOopMauum, MCNosb3yeMbixX
MHHOPMALMOHHBIX TEXHOMOIMIA U CTPYKTYPHO-(DYHKUMOHANbHBLIX XapakTepPUCTUK MHGOPMALIMOHHOM CUCTEMBI AOSKHBI
obecneuymBatb:

e  WAeHTUdUKaUMIO N ayTeHTUbMKaumio cybbekToB 4OCTyna u 06bLEKTOB AOCTYNa;
e ynpaBneHue AOCTYMNoM CcybbeKkToB AOCTyna K obbekTaM A0CTyna;

e  OrpaHWYeHue NporpaMmMHON cpesbl;

e  3AUMTY MALWMHHBIX HOCUTeNen uHdbopMaumu;

e  perucTpaumio cobbiTuii 6e3onacHoCTY;

e  AHTUBMPYCHYIO 3aLUUTY;

e OBHapyxeHue (NpeaoTBpPaLLEHVE) BTOPXXEHNI;

e  KOHTpO/b (aHanu3) 3awWwmLLUeHHOCT MHhOopMaLmu;

e  LIENIOCTHOCTb MH(OPMALIMOHHON CUCTEMBbI U MHOpMaLMK;

e  [OCTYNHOCTb MH(OpMaLWu;

e  3aWMWTYy Cpefbl BUPTYanusauuu;

e  3AWMTY TEXHUYECKUX CPEACTB;

e  3aUMTY MHGOPMALIMOHHON CUCTEMBI, €e CPEACTB, CUCTEM CBSA3W U Nepefayn AaHHbIX.

CoctaB Mep 3awmuTbl uHGOpMaumMnm u ux 6a3oBble Habopbl AN COOTBETCTBYHOLWIMX KIACCOB  3aLUMLLEHHOCTH
MH(OPMALIMOHHBIX CUCTEM MpUBEAEHbI B NpunoxeHun N 2 K HacTosiwmm TpeboBaHMAM.

20.1. Mepbl No naeHTUdUKaumMmn 1 ayteHTMdmKaLMmn cybbekToB AOCTyMNa U 06bEKTOB AOCTYNa A0MKHbI obecrneunBaTthb
npucBoeHne cybbektaM U obbekTaM [OCTyna YHWKANbHOrO npu3Haka (uaeHTudukatopa), CpaBHEHMWe
npeabsasnseMoro cybbektom (06bekToM) A0CTYNa aeHTUdUKaToOpa C NeEpeYHEM NPUCBOEHHBIX MAEHTU(MWKATOPOB, a
Taloke MPOBEpPKY NpUHAANEXHOCTM cybbekTy (06bekTy) p[ocTyna npeabsiBEHHOr0 UM uaeHTuduKaTopa
(noaTBepXxaeHne NOAIMHHOCTH).

20.2. Mepbl MO ynpaBieHnio AOCTYNoM CybbekToB A0CTyna K obbekTaM A0CTyna AO/MKHbI 06ecneunsaTb yrnpasieHve
npaBamu 1 NpuBMNernsaMmn cybbLekToB AOCTYNa, pasrpaHMyeHve AocTyna CybbeKkToB AOCTyna K obbekTaM JoCTyna Ha
OCHOBE COBOKYMHOCTU YCTaHOBMIEHHbIX B WH(OPMaLMOHHOW CMCTEME NpaBWn pasrpaHUYeHusl AOCTyna, a Takxke
obecneumBaTb KOHTPONb COBNOAEHNS 3TUX NpaBul.

20.3. Mepbl N0 OrpaHUUYEHMIO MPOrpaMMHON Cpefbl A0MKHLI 06ecreunBatbh YCTaHOBKY WM (MNM) 3amyck TOMbKO
pa3peLLleHHOro K MCMosib30BaHUI0 B MH(OPMALMOHHOM CUCTEME MPOrpaMMHOrO OBecrneyYeHus WM UCKIoYaTb
BO3MOXHOCTb YCTQHOBKM W (MnM) 3amnycka 3anpelieHHoOro K WCMoSb30BaHMI0 B MHGOPMALMOHHONW cucTeMe
NporpaMMHoro obecrneyeHus.

20.4. Mepbl MO 3alWWTe MALUIMHHBIX HOCUTenen uHdopmauum (cpeactBa 06paboTkn (XpaHeHust) uHbopMauuu,
CbeMHbIE MaLUMHHbIE HOCUTENWN MHGMOPMaLMK) AOMKHbI UCKIOYaTh BO3MOXHOCTb HECaHKLMOHUPOBAHHOMO AOCTYMa K



MalUMHHBIM HOCUTENSIM W XpaHsilLeNcs Ha HUX MHbOopMaumMu, a Takke HECaHKLMOHUMPOBAaHHOE WCMoNb30BaHue
CbEMHbIX MaLUMHHbIX HocuTenen nHdopMaumu.

20.5. Mepbl No perncrtpaumn cobbiTvii 6e30MmacHOCT A0MKHLI obecrnieunBaTb C60p, 3amuCb, XPaHEHWEe M 3aluTy
MHOPMaLMK 0 cobbITUSIX 6e30MacHOCTM B MHAOPMAaLMOHHON CUCTEME, a TakXKe BO3MOXHOCTb MPOCMOTPa M aHanm3a
MHdOpMaLMM 0 Taknx COBLITUSIX M pearMpoBaHWE Ha HUX.

20.6. Mepbl MO a@HTMBMPYCHOM 3aliMTe [O/MKHbI O6ecneunBaTb OBHapyXeHWe B MHMOPMAUMOHHOM cucTeMe
KOMMbIOTEPHBIX MPOrpaMM 60 MHOM KOMMbIOTEPHON MHGOPMaUMKM, NpeaHa3Ha4YeHHOW Ansi HECaHKLMOHMPOBAHHOIO
YHUUTOXEHMSA, GOKMPOBaHUsA, MoaudMKaLIMM, KOMUPOBAHMS KOMMbIOTEPHOM MHMOPMaLMU WKW HEUTpanu3aumum
CPeacCTB 3aWmThl MHGOPMaLMK, a Takke pearMpoBaHue Ha ObHapy>XeHWe 3TUX NporpamMM 1 UHdopMaLumm.

20.7. Mepbl no obHapyxeHuio (NpeAoTBPaLLEHMIO) BTOPXEHUM AOMKHbI obecneunBaTb OOHapyXeHWe AeUCTBUN B
WHGOPMALIMOHHOW CUCTEME, HArpaBfiEHHbIX Ha MpeAHAaMEPEHHbIN HECAHKLMOHWMPOBAHHBIN AOCTYN K WMHGOpMaumu,
creumanbHble BO3AEWCTBUS Ha WMHQOPMAUMOHHYO cucteMy U (Mnn) uHdopMaumio B Uensx ee AobbiBaHUs,
YHUUTOXEHUS, UCKaXKXEHWSI U 6TIOKMPOBaHMS fOCTYNa K MHGBOPMaLMK, a Takxe pearMpoBaHue Ha 3Tv AelCTBUSI.

20.8. Mepbl Mo KOHTPOMO (aHanM3y) 3alMLEHHOCTU WHGbOPMauMn JOMKHbI obecneumBaTb KOHTPO/b YPOBHS
3aLUMLLEHHOCTM MHOPMaUMKM, coaepKalleics B MHGOPMALMOHHON CUCTEME, MyTeM MPOBEAEHWSI MEpPOMNpUATUIA No
aHanu3y 3alyLeHHOCTM MHHOPMALIMOHHOM CUCTEMbI M TECTUPOBAHMIO €€ CUCTEMbI 3alUMTbl MH(OPMaLmMn.

20.9. Mepbl Mo 06ecrneyeHnto LeIOCTHOCTU MHMOPMALMOHHOM CUCTEMbl M MHMOPMaUMKM OOMKHbI obecrneynsaTtb
ObHapyXeHne (aKTOB HECAHKUMOHMPOBAHHOIMO  HapyLUEHWS LENOCTHOCTU  MH(OPMALMOHHOW CUCTEMBbI U
coAepxallencss B Hel MHbopMaumu, a Takke BO3MOXHOCTb BOCCTAHOB/IEHMSI WMH(OPMAUMOHHON CUCTEMbI W
coaepxallenca B Hel nHdopmaumm.

20.10. Mepbl Mo obecrneyeHnio AOCTYMHOCTM MHOOPMaUMM [O/MKHBI  0becrieyvBaTb aBTOPM30BaHHLIN AOCTYM
nonb30oBaTesnel, MMeoLLMX Npasa Nno TakoMy AOCTYMy, K UHbopMauum, cofepxalleics B MHDOpMaLMOHHOWM cucteme,
B LUTQTHOM pexuMe yHKLUMOHUPOBaHWS MH(OPMaLMOHHON CUCTEMBI.

20.11. Mepbl No 3alMTE Cpeabl BUPTYanM3aumm AOMKHbI MCK0YaTb HECAHKLMOHMPOBAHHbIA AOCTYN K MHGbOPMaLMK,
o6pabaTbiBaeMoii B BMPTYaNbHON WHMPACTPYKTYPE, M K KOMMOHEHTAM BUPTYaslbHOW WMHMPACTPYKTYpbl, @ Takxe
BO3JENCTBME Ha WHAOPMALUMIO M  KOMMOHEHTb, B TOM YMCNe K CpeacTBaM  YNpaBleHUs BUPTYanbHOM
MH(PaCTPYKTYPOI1, MOHUTOPY BUPTYasbHLIX MaWWH (rMNEpBU30PY), CUCTEME XPAaHEHWsI AaHHbIX (BKIOYas cucTeMy
XpaHeHnsi 06pa3oB BMPTYaNbHOM WMHMPACTPYKTYpbl), CETWU MEPeAaun AaHHbIX Yepe3 3MEMEHTbl BUPTYaibHOM WM
(br3nyeckon WMHMhPACTPYKTYpbl, TOCTEBbIM OMEPALMOHHBIM CUCTEMAM, BUPTYalbHbIM MalWHaM (KOHTeMHepaMm),
CUCTEME W CETW pENMKauuMu, TEPMUHANbHBIM W BUPTYyasbHbIM YCTPOWCTBaM, @ TaKXe CUCTEME pE3EpPBHOIO
KOMMPOBAHMS U CO34aBaEMbIM €10 KOMUSIM.

20.12. Mepbl NO 3aLUTe TEXHUYECKUX CPEACTB AOSKHbI UCK/HOYaTh HECAHKLIMOHUPOBaHHbIM AOCTYN K CTaLMOHAPHbLIM
TeXHWYecKuM cpeacTsaM, obpabaTbiBalowmm uHMOPMaUMo, cpeacTteaMm, obecneumsalownM  QyHKUMOHUPOBAHKE
MHOPMaLMOHHOM CUCTeMbI (Aanee — cpeacTBa obecnedeHns: GYHKUMOHMPOBaHUS), U B MOMELLEHUS], B KOTOPbIX OHM
MOCTOSIHHO PacrosIOXKEHbI, 3aLUNUTY TEXHUYECKMX CPEACTB OT BHELIHWX BO3AEWCTBUM, a Takxke 3aluTy MHbopMaumu,
npeacTaBieHHoN B BUAe MHMOPMATUBHBIX 3MIEKTPUYECKUX CUrHANOB U (DU3NYECKUX NONEN.

20.13. Mepbl No 3almTe UHMOOPMALIMOHHON CUCTEMBI, €e CPEACTB, CUCTEM CBA3U W MNepeaayu AaHHbIX AOSKHbI
obecneuvBaTh 3aWKUTY MHAOPMaLMK NPpY B3anMOAeNCTBUM MH(OPMALIMOHHOW CUCTEMBI UM €€ OTAENbHbIX CErMEHTOB
C WHbIMM WHMOPMALMOHHBIMM CUCTEMAMU U MHDOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMU  CETSIMU  MOCPEACTBOM
NMPUMEHEHUS apXUTEKTYPbl MHPOPMALIMOHHOW CUCTEMbI, NPOEKTHBIX PELLEHWUI MO ee cucTeMe 3aluTbl MHdOopMaumu,
HamnpaeneHHbIX Ha obecrieyeHve 3almnTbl MHbOpMaUmK.

21. Bbi6op Mep 3alWwmTbl MHbOPMaLMM AN UX peanu3aumm B MHAOPMALMOHHOM CUCTEME B pPaMKax €e CUCTEMbI
3alUMTbl UHPOPMALMK BKIIOYAET:



e ornpegeneHue 6a30Boro Habopa mMep 3awmTbl MHPOPMaLUMKN AN YCTAaHOBIEHHOMO Knacca 3alMLWEeHHOCTH
MHHOPMALIMOHHOMN CUCTEMbI B COOTBETCTBMM C 6a30BbIMM HabopaMu Mep 3aluTbl MHGOPMaUWK, NPUBEAEHHBIMU B
npunoxeHunn N 2 K HacTosiwmm TpeboBaHuaM;

e apanTtaumio 6azoBoro Habopa Mep 3aWwmThl MHDOPMaLMK NPUMEHUTENBHO K CTPYKTYPHO-(DYHKUMOHAbHbBIM
XapaKTepucTvkam MHMOPMaLMOHHOW CUCTEMBI, MHPOPMALIMOHHBIM TEXHOOMMSIM, 0COBEHHOCTAM (DYHKLIMOHUPOBaHWSI
MHMOPMALIMOHHOWN cMCTeMbI (B TOM YMCe NPeNyCMaTPUBAIOLLYIO UCKOUYeHNe 13 6a30BOro Habopa Mep 3alluThbl
nHdopMaLmm Mep, HENOCPEACTBEHHO CBSI3aHHbIX C MH(POPMALMOHHBIMU TEXHOMIOMUAMM, HE UCMOMNb3YEMbIMU B
MHOPMALMOHHON CUCTEME, SN CTPYKTYPHO-(PYHKUMOHANBbHBIMU XapaKTEPUCTMKaMM1, He CBOUCTBEHHBLIMM
MH(OPMaLMOHHON cUcTeME);

YTOYHEHWE aaanTMpoBaHHOro 6a3o0Boro Habopa Mep 3alwmTbl MHPOPMALMK C YUETOM He BbibpaHHbIX paHee Mep
3alWmnTbl MHdOPMaLUMK, NPUBEAEHHBIX B NpuioxeHn N 2 kK HacToawmM TpeboBaHMSM, B pe3ynbTaTe Yero
onpeaensoTcs Mepbl 3aWwmTbl MHOPMaumu, obecneunBatowme 610kMpoBaHMe (HEMTpanM3aumio) BCex yrpos
6e30nacHoCcTV MHbOPMaLmK, BKIIOYEHHBIX B MoZenb Yrpo3 6e30macHOCTV MHGopMaumu;

e  [IOMOSIHEHME YTOYHEHHOrO afanTMpPOBaHHOIO 6a30B0ro Habopa Mep 3almTbl MHMOPMaLUMK Mepamu,
06ecneyrBaloLWMMm BbIMOSTHEHME TpeboBaHMI O 3aluTe MHGOPMaLMK, YCTAHOBIEHHBIMU UHBIMU HOPMAaTUBHbLIMU
NpaBoOBbIMM akTaMu B 061aCTu 3awmTbl MHdOPMaLnM, B TOM Yncie B 061acTi 3awmThl NepCcoHanbHbIX AaHHbIX.

[ins Bblbopa Mep 3aWwmMThl MHDOPMaLMK AN COOTBETCTBYIOLLErO K/lacca 3alUMLEHHOCTU MHGOPMALMOHHON CUCTEMBI
NPUMEHSIIOTC MeToAMYeckue [OKYMeHTbl, pa3paboTaHHble u yTBepxaeHHble OCTIK Poccum B COOTBETCTBUM C
noanyHkToM 4 nyHkta 8 [llonoxeHnss o ®enepanbHoW cnyxbe MO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOSIO,
yTBepXAeHHOro Yka3oM Mpe3uaeHTa Poccuiickoit Geaepaumm ot 16 aerycta 2004 r. N 1085.

22. B MH)OPMaUMOHHOM CUCTEME COOTBETCTBYIOLLErO Kacca 3alUMILEHHOCTM B paMKax €e CUCTEMbl 3alluTbl
nHMOpMaLMM JOMKHbI 6bITb peann3oBaHbl Mepbl 3awmTbl MHdOPMaumK, BbibpaHHble B COOTBETCTBUM C MYHKTOM 21
HacTosiluux TpeboBaHWM K obecrneunBatowve 6noKMpoBaHWe (HENUTpanMsaumio) Bcex Yrpo3 6e30macHOCTU
nHdopmaumun.

Mpu 3TOM B MH(OPMALMOHHOM CUCTEME AOMKEH BbITb, KAK MUHUMMYM, peanu3oBaH aAanTUpoBaHHbIN 6a30Bbii Habop
Mep 3aLUMThbl UHPOPMALIMM, COOTBETCTBYIOLLMIA YCTAHOBIEHHOMY KNACCy 3alLMLLEHHOCTU UH(OPMALIMOHHOW CUCTEMBI.

23. Mpy HEBO3MOXHOCTM peanu3aumm B MHQOPMALMOHHOW CUCTEME B paMKax €e CUCTEMbl 3aluTbl MHbOPMaLmK
OTAeNbHbIX BblbpaHHbIX Mep 3awuThl MHdOPMauMM Ha 3Tanax agantauum 6asoBoro Habopa Mep 3awWwuThl
WHpOPMaLMM UM YTOYHEHMS  adanTMpoBaHHOro 6as3oBoro Habopa Mep 3awuTbl  MHMOpPMaumMM  MOryT
pa3pabaTtbiBaTbC MHble (KOMMEHCMpylOWMe) Mepbl  3awmTtbl  MHGoOpMauun, obecneunBalolime aaeKkBaTHoOe
6n0Kk1poBaHue (HelTpanu3aLuio) yrpo3 6€3onacHoCTM MHgopmaumu.

B 3ToM cnyyae B xoge pa3paboTKyM CUCTEMbl 3alMTbl MHGOPMaUMM MHGMOPMALMOHHOW CUCTEMBbI AO/MKHO ObiTb
npoBeaeHo 060CHOBaHWE MPUMEHEHWS KOMMEHCHMPYIOWMX Mep 3aluTbl MHQOpMauMu, a npu aTTecTalMOHHbIX
UCMbITaHMSX OLEHeHa [OCTaTOYHOCTb WM aAeKBAaTHOCTb [aHHbIX KOMNEeHCUpylowmx Mep ans  610KupoBaHus
(HeMTpanusaumm) yrpo3 6e3onacHocTy MHbOopMaLMu.

24. Mepbl 3aWmThl MHGOPMALMKM BBIBUPAKOTCS U peanusytoTcsl B MHGOPMALMOHHON CUCTEME B paMKax €e CUCTEMbI
3alWmThl MHdOPMaLMK C y4eToM yrpo3 6e3onacHoCTV MHGOPMaLMK NPUMEHUTENBHO KO BceM 06bekTaM U cybbekTam
[OCTyNa Ha annapaTHOM, CUCTEMHOM, NMPWK/IAAHOM U CETEBOM YPOBHSIX, B TOM 4MCie B Cpefle BUpTyanu3auuu u
06/1a4HbIX BbIYUCTIEHWN.

25. BblbpaHHblE M peanu3oBaHHbIE B MHOPMALIMOHHOW CUCTEME B paMKax €e CUCTEMbI 3almuThl UH(OPMALIMK Mepbi
3alMTbl UHOPMaLMK [O/MKHBI 06eCrneumnBaTh:

e B MH(MOOPMAUMOHHBIX cUCTeMax 1 Klacca 3alUMILEHHOCTU — HelTpanusaumio (610KMpoBaHKe) yrpos
6e30MacHOCTM MHGMOPMALMK, CBA3aHHbIX C AEUCTBUSIMU HapyLIUTENS C BbICOKUM MOTEHLUANOM;
B MH(MOPMALMOHHBIX CUCTEMAX 2 Kacca 3alUMLIEHHOCTU — HerTpanusaumio (6110K1poBaHWe) yrpo3 6e30MacHoOCTM
MHbOPMaLMK, CBA3aHHBIX C AEUCTBUSIMM HaPYLUMTENS C MOTEHUMANIOM HE HUXE CPEAHETO;



e B MH(OPMAUMOHHBIX CUCTEMAX 3 U 4 K/IACCOB 3aLLUMLLEHHOCTM — HEMTpanu3aumto (610KMpoBaHME) yrpo3
6€30MacHOCTM MHGMOPMALMK, CBSA3aHHbIX C AEUCTBUSIMU HapyLIUTENS C HU3KUM MOTEHLMAOM.
MoTeHUMan HapyLUTens onpeaensieTcsl B XOA4e OLEHKW ero BO3MOXXHOCTEN, NPOBOAMMON NpW onpeaeneHm yrpos
6e30MacHOCTM MHGOPMaLMK B COOTBETCTBUM C MyHKTOM 14.3 HacTosiwmx Tpe6oBaHui.

OnepaTopoM MOXET 6bITb NMPUHATO PELLIEHWE O NPUMEHEHUM B MHC(OPMALIMOHHOW CUCTEME COOTBETCTBYIOLLIErO Klacca
3alMLLEHHOCTU Mep 3aluTbl MHGOpMauMM, obecrednBaloWwmMx 3alMTy OT Yrpo3 6e30macHocTV uHdopMaumm,
peanuayemblx HapylumTeneM ¢ 6051ee BbICOKMM NOTEHLIMASIOM.

26. TexHuueckme Mepbl 3aWmTbl MHMOPMaUMM  peanu3yloTcs MOCPeACTBOM  MPUMEHEHUS CPeACTB  3alwTbl
WH(OpMaLMK, UMEKLWMX HEObXoaMMble DYHKLMM 6€30MacHOCTM.

B 3TOM cnyyae B MHDOPMALIMOHHbBIX cMcTeMax 1 1 2 Knacca 3alMWeHHOCTU NPUMEHSIIOTCS:

e  CpeicTBa BbIUMC/IUTENBHOWM TEXHWUKM HE HUXeE 5 Knacca;

e  CHCTEMbl O6HAPY)XEHWSI BTOPXXEHWI 1 CPEACTBa aHTUBMPYCHOW 3aLUMTbI HE HUXKeE 4 Knacca;

e  MeXceTeBble 3KpaHbl He HMXe 3 K/acca B Clyyae B3auMOAENCTBUS MHGOPMALMOHHOW CUCTEMBI C
MH(OPMALIMOHHO-TETEKOMMYHMUKALIMOHHBIMU CETIMU MEXAYHAPOAHOIO MH(OPMaLIMOHHOTO 06MeHa U He Huxe 4
KJlacca B C/lydae OTCYTCTBUSI B3aUMOAENCTBUS MHAOPMALIMOHHON CUCTEMbI C MHAOPMALIMOHHO-
TENEKOMMYHMKALMOHHBIMU CETAMU MeXAyHapoAHOro MHAOpPMaLMOHHOro o6MeHa.

B MHOPMAaLMOHHBIX CUCTEMaX 3 Kilacca 3alMLLEHHOCTM MPUMEHSIIOTCS:

e  CpencTBa BblUMC/IUTENBHOW TEXHWKM HE HUXe 5 Knacca;

e  CHCTeMbl O6HAPY)XEHWSI BTOPXXEHWI 1 CPeaCTBa aHTUBUPYCHOW 3alUMThl HE HUXKE 4 Knacca B Clydae
B3aMMopelCcTBUS: MHOPMaLIMOHHON cUcTeMbl C MH(OPMALIMOHHO-TENIEKOMMYHUKALMOHHBIMU CETSIMU
MeXAyHapoAHOro MHhOpMaLMOHHOrO 0bMeHa U He Huxke 5 Knacca B C/lydae OTCYTCTBUSI B3aMMOAENCTBUS
MHOPMALIMOHHOW CUCTEMBI C UH(OPMALIMOHHO-TENEKOMMYHUKALMOHHBIMU CETSMM MEXAYHAPOAHOIO
MHMOPMaLMOHHOTO 0bMeHa;

e  MeXCceTeBble 3KpaHbl He HMXe 3 Knacca B clyyae B3anMoAenCcTBUSt MHPOPMaLIMOHHOM CUCTEMBI C
MHOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMU CETSMU MEXAYHapoAHOro MHMOPMaLMOHHOrO obMeHa 1 He Huxe 4
Kflacca B Clly4Yae OTCYTCTBUSI B3aUMOAENCTBUS MHAOPMALIMOHHON CUCTEMBI C MHDOPMALIMOHHO-
TENEKOMMYHUKALMOHHbIMN CETAMW MEXAYHapOAHOro MHMOPMaLMOHHOro obmeHa.

B MHOPMaLIMOHHBIX cucTeMax 4 Knacca 3aLUMLLEHHOCTU NPUMEHSIIOTCS:
cpeacTsa BbIUUCTTUTENbHOW TEXHUKM He HUXKe 5 Knacca;
CUCTEMbl  OBHapy>XeHUs  BTOPXXEHWM WM CPeAcTBa  aHTMBMPYCHOW  3almMTbl  He Hwke 5  kracca;
MeXceTeBble 3KpaHbl He HuXe 4 Knacca.

B MHMOPMaLMOHHBIX cucTeMax 1 M 2 KNAcCoB 3alUMLLEHHOCTU MPUMEHSIIOTCS CPeAcTBa 3almTbl MHdOPMauuu,
nporpaMMHoe obecrneyeHne KOTOpbIX MPOLW/IO MPOBEPKY HE HMXE YeM Mo 4 YpPOBHIO KOHTPONS OTCYTCTBUSI
He[eKNIapUPOBaHHbIX BO3MOXHOCTEN.

27. B cnyyae 06paboTkun B WHMOPMALMOHHOW cucTeMe WHGOPMaumK, coaepXalleli nepcoHanbHble AaHHble,
peanusyeMble B COOTBETCTBUM C MyHKTaMu 21 1 22 HacTosiwmx TpeboBaHWi Mepbl 3almTbl MHGOpMaLuK:

e [N UHAOPMALIMOHHOM CUCTEMBI 1 Knacca 3almILieHHOCTU 06ecrneunBaioT 1, 2, 3 1 4 YpoBHU 3aLLMILIEHHOCTY
NePCoOHasbHbIX AaHHbIX;

e AN UHGOPMALIMOHHOMN CUCTEMBI 2 KNacca 3allMLLEHHOCTU 06ecrneUunBaloT 2, 3 U 4 YpOBHM 3aLLMLLIEHHOCTM
NePCOHasbHbIX AaHHbIX*;

e  ONS UHMOPMALIMOHHON CUCTEMBI 3 K/lacca 3alUMLLEHHOCTM 06eCcrneumnBatoT 3 U 4 YpOBHU 3aLUMLLEHHOCTM
NepcoHasnbHbIX AaHHbIX*;

e AN UHGOPMALIMOHHOMN CUCTEMBI 4 Knacca 3allMLLEHHOCTH, 06ecneumBatoT 4 YpoBeHb 3aLLMLLIEHHOCTM
NePCOoHasbHbIX AAHHbBIX*.



28. Mpu MCMonb30BaHMM B MH(OPMALMOHHBIX CUCTEMAX HOBbIX WMH(OPMALMOHHBLIX TEXHOMOMUIA W BbISIBIEHWN
JOMONHUTENBHBIX Yrpo3 6e30MacHoCTM MHMOPMaUMK, 4SS KOTOPbIX He onpeaeneHbl Mepbl 3awuTbl MHGOpMaumu,
JO/MKHbI pa3pabaTbiBaTbCs KOMMEHCUPYIOLLME MEPbI B COOTBETCTBUM C MYHKTOM 23 HacTosIWMX TpeboBaHW.

Mpunoxxenne N 1 k

Tpe6oBaHuaM 0 3awuTte MHpopMauum,

He CoCTaBnsoLWeil roCyAapCTBEHHYIO TaliHy,
cofep)allencs B rocyfapCrBeHHbIX
MH(POPMALIMOHHbIX CUCTEMAX

OnpegeneHue knacca 3alMLLEHHOCTU MHGDOPMaLIMOHHOW CUCTEMbI

1. Knacc 3awmuieHHocTn nHdopMaumnoHHoi cucteMbl (nepBbid knacc (K1), BTopon knacc (K2), Tpetuii knacc (K3),
yeTBepThI knacc (K4)) onpeaenseTca B 3aBUCUMOCTM OT YPOBHS 3HAUMMOCTU MHGopMaumm (¥Y3), obpabaTbiBaeMoli B
3TOM MHMOPMALUMOHHOM cucTeMe, M MaclTaba WHGMOPMAUMOHHOM cucTeMbl (dedepanbHbli, PErMoHasbHbIN,
06BLEKTOBBIN).

Knacc 3awmueHHoctn (K) = [ypoBeHb 3HaUMMOCTN MHGOPMaLMK; MacluTab cUCTeMbl].

2. YpoBeHb 3Ha4YMMOCTM MHbOPMaLUM onpeaensieTcs CTeneHbio BO3MOXHOMO ywepba ansa obnagatens nHgopmaumm
(3aka3zumka) u (Mnu) onepaTopa OT HapylleHWUs KOHdMAEHUManbHOCTM (HenpaBOMEpPHble AOCTYM, KONWpoBaHue,
npefocTaBieHMe UM pacnpocTpaHeHWE), LENOCTHOCTU (HempaBOMEPHbIE YHUUTOXEHWE W MoAndUUMpOoBaHuE)
WN JOCTYNHOCTU (HenpaBoMepHoe 6110KknpoBaHue) MHbopMaumu.

Y3 = [(koHdDMAaeHUManNbHOCTb, CTeneHb yuwepba) (LenocTHOCTb, cTeneHb yuepba) (A0CTYNHOCTb, CTeneHb yuepba)],

roe creneHb BO3MOXHOMO ywepba onpepenserca obnagatenem uHdopMauum (3akasdumkom) u (unm) onepaTopom
CaMOCTOATENBbHO 3KCMEPTHbLIM WU UHBIMN METOAAMUN U MOXET 6bITb:

e  BbICOKOM, €C/IN B pe3ynbTaTe HapyLUEHWUs OAHOMO M3 CBOMCTB 6e30MmacHOCTM MHdopMaLmm
(KOHpMAEHUMANBHOCTH, LENOCTHOCTU, AOCTYNMHOCTU) BO3MOXKHbI CYLLECTBEHHbIE HEraTUBHbIE NOCNEACTBUS B
CoUManbHOM, NONMTUYECKON, MEXAYHAPOAHOW, 3KOHOMUYECKON, (PUHAHCOBOM UMM UHBIX 061aCTSX AEATENBHOCTY 1
(wnn) MHdopMaumoHHas cucteMa m (unun) onepatop (obnaaaTens MHGOPMaLIMK) HE MOTYT BbINOJHSATL BO3/10XKEHHbIE
Ha HWX PyHKUMK;

e  CpefHel, ecnv B pe3ynbTaTe HapyLIEeHUsl O4HOro U3 CBOMCTB 6e30MacHOCTV UHhopMaLuK
(KoHdMAeHUMaNbHOCTK, LENOCTHOCTM, AOCTYMHOCTM) BO3MOXHbI YMEPEHHbIE HEeraTMBHbIE NOCNeACTBUS B
CouManbHOM, NOMMTUYECKON, MEXAYHAPOAHOW, 3KOHOMUYECKOMN, PUHAHCOBOM MMM UHBIX 061aCTSAX AEATENBHOCTY U
(vnu) nHdopmaumoHHas cuctema u (unun) onepatop (obnagatenb MHGOPMaLMKM) HE MOMYT BbIMOMHATL XOTS 6bl OAHY
U3 BO3/IOXKEHHBIX HA HUX (DYHKLWI;

e  HW3KOWN, c/in B pe3yfbTaTe HapyLUeHWst OQHOIO M3 CBOWCTB 6e30MacHOCTM MHdOopMaLmm
(KOHPMAEHUMANBHOCTH, LENOCTHOCTHU, AOCTYNHOCTU) BO3MOXHbBI HE3HAUMUTESbHbIE HEraTUBHbIE NOCNEACTBUS B
COUMANbHOW, NMONUTUYECKON, MEXAYHAPOAHOW, SKOHOMUYECKOKN, (UHAHCOBOWM MM UHBIX 06NACTAX AEATENBHOCTMU U
(vnu) nHdopmaumoHHas cuctema u (unn) onepatop (obnagatenb MHGOPMaLUMKM) MOMYT BbIMOMHSATL BO3/I0XKEHHbIE Ha
HUX (PYHKLMM C HELOCTATOUHOW 3P DEKTUBHOCTBLIO MU BbINOHEHNE (DYHKLMI BO3MOXHO TONIbKO C NPUBNEYEHUEM
[OMOSTHUTENBHBIX CUS1 U CPeaCTB.

WHbopMauus UMeeT BbICOKMI ypoBeHb 3HaummocTu (Y3 1), ecnu xoTs 6bl ANs OAHOrO M3 CBOWCTB 6e3omacHoOCTv
nHdopMaumm  (KoHbDMAEHUMANbHOCTM, LENOCTHOCTW, [AOCTYNHOCTM) OnpedesieHa BbiCOKasi CTeneHb yuiepba.
MHbopMaums UMeeT cpeaHuii ypoBeHb 3HaummMocTn (Y3 2), ecnun xoTs 6bl Anst OAHOrO M3 CBOMCTB 6€30MacHOCTU
nHdpopMaumn (KOHDUAEHUMANbLHOCTK, LENOCTHOCTHN, AOCTYMHOCTN) OnpeaesnieHa CpeaHssl CTeneHb yuwepba n HET Hu
OQHOro CBOWMCTBA, A/l KOTOPOro OMpeAeneHa BbicoKas cTeneHb yulepba. WHdopMauusi UMeeT HU3KWIA YPOBEHb
3Haummoctn (Y3 3), ecnmn Ansi BCeEX CBOWCTB 6e30MacHOCTM WMHdbopMaumn (KOHMMAEHUMANbHOCTU, LENOCTHOCTH,
[OCTYNHOCTW) OnpeaeneHbl HU3KMe cTenexu yuepba.



MHdbopMaLms UMEET MUHUMASbHBIM YPOBEHb 3HauuMocTu (Y3 4), ecnu obnagateneM MHdopMaumm (3aKasumkom) u
(vnn) onepaTopoM CTeneHb yuiepba OT HapyleHUst CBOWCTB 6e30mMacHOCTU MHbopMaunn (KOHUAEHUMANbLHOCTH,
LIeNIOCTHOCTW, [AOCTYMHOCTM) HE MOXET OblTb OnpefeneHa, HO MNpu 3TOM WHMOPMauMs MNOANEXUT 3aluTe B
COOTBETCTBUM C 3aKOHOAATENLCTBOM Poccuiickon deaepaumm.

Mpn obpaboTke B MHGOPMaALMOHHON cucTeMe ABYX M 6onee BMAOB WMHdboOpMauum (cnyxxebHasi TalHa, Hanorosas
TallHa M WHble YCTAQHOB/EHHblE 3aKOHOAATENbCTBOM Poccuiickoli ®epepaummn Buabl MHGMOPMALMM OrPaHUYEHHOTO
[OCTyrna) ypoBeHb 3HauuMocTn uHdopmauum (Y3) onpegensitcs OTAENbHO ANS KaXAoro Buaa MHdbopmauumu.
MTOroBbIi YpoBEHb 3HAUMMOCTM MHPOPMaumn, obpabaTbiBaeMon B MHHDOPMALMOHHON CUCTEME, YCTaHaBMBAETCS MO
HaMBbICIUMM 3HAYEHUSIM CTEMeHW BO3MOXKHOMO yuiepba, onpeaeneHHbiM Ans KOHPUAEHUMaNbLHOCTH, LENOCTHOCTH,
JOCTYMHOCTU MHGOpMaLmMm Kaxkaoro smaa MHdbopMaumm.

3. MHdopMaumnoHHas cuctemMa UMeeT eaepalnbHbiit MacluTab, ecnmn oHa yHKUMOHUPYET Ha Tepputopun Poccuiickon
depepaumn (B npeaenax deaepanbHoOro okpyra) M MMEET CerMeHTbl B cybbektax Poccuiickolt ®deaepaumu,
MYHULMNANbHbIX 06pa3oBaHNax n (Unn) opraHu3aumsix.

MHbopMaLmMoHHas cuCTeMa UMEET pPervoHasbHbIi MacluTab, ecnn oHa (yHKUMOHMPYET Ha Tepputopun cybbekTa
Poccuiickont deaepaumm M UMEET CErMeHTbl B OAHOM WM HECKONbKMX MyHUUMMANbHLIX 06pa3oBaHusX u (Mnau)
NOABEAOMCTBEHHbIX M MHbIX OpraHn3aumsXx.

MHbopMaLUMoHHas cucTeMa MMeeT O6bekTOBbI MaclwTab, ecnM OHa (YHKUMOHMPYET Ha 06bekTax OAHOro
enepanbHOro opraHa roCyAapCTBEHHOW BACTW, OpraHa roCyAapcTBEHHOM BnacTM cybbekta Poccuiickoii
depfepaumy, MyHWUMMANbHOrO 06pa3oBaHMS M (MIM) OpraHM3aUMM M HE UMEET CErMEHTOB B TeppuUTOpUasbHbIX
opraHax, NpeacTaBUTENbCTBax, (umanax, NoABEAOMCTBEHHbIX U MHbIX OpraHMU3aumsX.

4. Knacc 3aluLeHHOCT MHADOPMALIMOHHOM CUCTEMbI OMPeaEensieTcsl B COOTBETCTBUM C Tabnmuein:

Yposennb Macmrad nHPOPMALMOHHON CHCTEMbI
3HAYUMOCTH . ) ;
nadopmamun DenepanbHbIi PernonanbHbIit O0beKTOBBII
V31 K1 K1 K1
V32 K1 K2 K2
v33 K2 K3 K3
V34 K3 K3 K4

Mpunoxxenne N 2 k

Tpe6oBaHusaM o 3awmTe MHOpPMaLUK,

He CoCTaBnAIoLeil FOCyAapCTBEHHYIO TaliHy,
cofep)allencs B rocyfapCrBeHHbIX
MH(pOPMALIMOHHBIX CUCTEMAX

CocraB Mep 3awuTtbl MHGOpMaLMKn u nx 6asoBble HA6oOpb! AN COOTBETCTBYIOLLEro Kjiacca
3alMLLEHHOCTY MHGDOPMALIMOHHOW CUCTEMBI



YcaoBHoe Mepsbl 3amuThl HHGOPMALMU B HHPOPMALMOHHBIX Knaccent

o0o3HaUeHMe cucreMax 3alUIIEHHOCTH
U HOMep UHGOPMAMOHHOM
Mepbl CHCTEMBI

4 3 2 |1
|. Unentudukanus u ayreHTUQHUKaus CyObeKTOB A0cTyna U 00beKToB noctymna (MAD)

NA®D.1  Hnentudukanus u ayTeHTH(PUKAIKS TOJIb30BaTENCH, + + + +
SBJISIIOLIUXCSI pa0OTHUKAMHU OTlepaTopa

NA®D.2  Hnentudukanus u ayTeHTHPUKAIMSA YCTPOUCTB, B TOM + +
YHUCJIE CTAIIMOHAPHBIX, MOOMIIBHBIX M MIOPTATUBHBIX

NA®.3  VnopasneHue ujieHTU(UKATOpaMu, B TOM YHCIE cO3/laHue, |+ + + |+
IPUCBOCHUE, YHUUTOXKEHHUE UAECHTU(PUKATOPOB

NA®.4  VnopaeneHue cpeicTBaMU ayTeHTU(UKAIMY, B TOM YUCIIE + + + +
XpaHEeHUe, BblJaya, MHUIMAIU3a1us, OJJOKUpOBAHUE
CPEJCTB ayTeHTU(UKALIUU U IIPUHATHE MEpP B Cllydae
yTpaThl U (UJIM) KOMIIPOMETALMU CPELCTB
ayTeHTU(UKAIIH

NA®.5  3ammura 0OpaTHOM CBSI3U NPU BBOJE ayTEHTU(DUKAIIMOHHON | + + + |+
UHpOpMaLUU

NA®.6  Wpentuduxanus u ayreHTU(UKALMS [10JIb30BaTENCH, HE + + + |+
SBIISIOIIMXCSI pa0OTHUKAMU orepaTopa (BHEIIHUX
10JIb30BaTENEH)

NA®.7 Wpentuduxanus u ayreHTudUKanms o0beKToB (HhaiioBoi
CUCTEMBI, 3aIIyCKaEMbIX 1 UCIIOJIHAEMBIX MOYJIEH,
00BEKTOB CHCTEM YIIpaBJieHUs 0a3aMH TaHHBIX, 0OHEKTOB,
CO3/1aBa€MbIX MPUKIAHBIM U CHIEIUATbHBIM
MIPOTrpaMMHBIM 00eCIIedeHHEM, HHBIX 00BEKTOB JIOCTYIIA

1. Ynpagiienue 1octynom cyobekToB 10cTyna k oobexkram agocryna (YII)

VIII.1 VYmpasieHue (3aBeficHHE, aKTUBAIIUs, OIOKUPOBAHUE U + + + +
YHUUTOKEHNE) YUETHBIMU 3aMIUCSMU MOJIb30BaTeleH, B
TOM YHCJIe BHEIITHUX T0JIb30BaTeNIeH

VIIA.2 Peanu3zanus HEOOXOAMMBIX METOI0B (IUCKPEIIMOHHBIH, + + + +
MaHJIaTHBIHN, POJICBOM UM UHOW METOT), TUTIOB (YTCHHUE,
3alUCh, BBITIOJHEHUE WM MHOM TUIT) U TPaBUI
pasrpaHUYEeHUs JOCTYyNa

VIIA.3  Ynopasnenue (puiabTpanys, MapipyTU3aus, KOHTPOIb + |+
COEIMHEHUH, OIHOHAIIPABIICHHAS IIepeaya U UHbIE



YcaoBHoe Mepsbl 3amuThl HHGOPMALMU B HHPOPMALMOHHBIX Knaccent

o0o3HaUeHMe cucreMax 3alUIIEHHOCTH
U HOMep UHGOPMAMOHHOM
Mepbl CHCTEMBI

4 3 2 1

crocoObl yripaBieHus) UHGHOPMaLMOHHBIMU TOTOKAaMU
MEX]y YCTPOHUCTBAMH, CETMEHTaMH WH()OPMAIIMOHHON
CUCTEMBI, a TAK)Ke MEX]Ty UH(POPMALIMOHHBIMHU CUCTEMAMHU

VII[1.4  Pa3genenue moaHoMouui (poseit) monab3oBarTeseH, + + +
AJIMIUHUCTPATOPOB U JIHII, 00ECIICYHBAOIINX
byHKIIMOHUPOBaHUE WH(OPMAITMOHHON CHCTEMBbI

VIIA.5 Ha3naueHue MMHMMaJIbHO HEOOXOAUMBIX IIPAB U + + |+
HPUBUJIETUH 110JIb30BATENSM, aIMUHUCTPATOPAM M JIULIAM,
obecrieynBarOIUM (YHKIMOHUPOBAHUE WH(OPMAITHOHHOK
CUCTEMBI

VIII.6 OrpaHryeHne HeYCIIEIIHBIX MTONBITOK BXOJa B + + + +
WH(POPMALMOHHYIO CUCTEMY (IOCTyMNa K HH(PpOPMAIIMOHHOM
cucreme)

VIIA.7  TlpenynpexaeHue nojbp30BaTels MPU €ro BXOAE B
WH(OPMAIIMOHHYIO CUCTEMY O TOM, YTO B
WH(OPMAITMOHHON CHCTEME PEaTU30BaHbI MEPHI 3alTUTHI
uH(pOpMaIIUU, U 0 HEOOXOAUMOCTH COOIIOICHUS UM
YCTaHOBJIEHHBIX ONIEPATOPOM MpaBUI 00pabOTKH
UHpOpMaLUU

VIIA.8  OnosemeHne N0ab30BaTeNs MOCIE YCIEMHOTO BX0/1a B
MH(OPMALIMOHHYIO CUCTEMY O €r0 MPEIbIIYIIEM BXO/IE B
UH(POPMALIMOHHYIO CUCTEMY

VII1.9  Orpanudenue yncia napajpjiebHbIX CEaHCOB JOCTYMa JJIs +
KaKJIOM yUETHOM 3aIiCH MOJIh30BaTeNsl HH(OOPMAITMOHHOM
CHCTEMBI

VIIJI.10  brmoxupoBanue ceanca goctymna B MHQOPMaAIMOHHYIO + + +

CHCTEMY I0CJIe YCTaHOBIEHHOTO BpeMEHH Oe31eCTBUS
(HEaKTMBHOCTH) MOJIH30BATENS WM IO €r0 3a1pocy

VIIJ.11  Pa3zpemenne (3amper) ACHCTBUN MOJIH30BATENCH, + + + |+
pa3pelIeHHbIX 10 UACHTU(OUKAIINY U ayTeHTU(DUKALIUN

VIIJ.12  Tlogmepxka u coXpaHeHHE aTpUOYTOB OE30MaCHOCTH
(MeTOK 0€30MacHOCTH), CBSA3aHHBIX ¢ HHPOpMaLUel B
Mporiecce ee XpaHeHus1 1 00paboTKH



YcaoBHoe Mepsbl 3amuThl HHGOPMALMU B HHPOPMALMOHHBIX Knaccent

o0o3HaUeHMe cucreMax 3alUIIEHHOCTH
U HOMep UHGOPMAMOHHOM
Mepbl CHCTEMBI

4 3 2 1

VIIJ.13  Peanu3zaums 3aiUIIEHHOTO YAAIEHHOTO JOCTYIa + + + +
CyOBEKTOB JIOCTYIA K 00BEKTaM JOCTYIIa Yepe3 BHEITHUE
WH()OPMaAITMOHHO-TEIEKOMMYHUKAITMOHHBIC CETH

VIIJI.14 PernameHTanus u KOHTPOJIb UCIIOJIb30BAHUS B + + + +
WH(POPMALIMOHHOM CUCTEME TEXHOJIOTHH OECIIPOBOTHOTO
JoCTyma

VIIA.15  PermameHTanus ¥ KOHTPOJIb UCIOJIb30BAaHUS B + + + |+
UH(POPMALIMOHHOM CUCTEME MOOMIIBHBIX TEXHUYECKUX
CpeACTB

VIIA.16  YopasieHue B3auMoAeHCTBUEM C HHPOPMALIMOHHBIMU + + |+ |+
cUCTeMaMM CTOPOHHUX OpraHU3aluil (BHEIIHUE
MH(OPMaLIMOHHBIE CUCTEMBI)

VIIA.17 ObecnieueHne qOBEPEHHOI 3arpy3Ku CPEICTB + +
BBIYMCIIUTEIbHON TEXHUKH

I11. Orpanuyenue nporpammuoii cpeast (OIIC)

OIIC.1  VYmpaBneHue 3amyckoM (0OpaleHUsIMU) KOMIIOHEHTOB +
[IPOrPaMMHOTr0 OOecreueHus], B TOM YHCIIE ONPEIeIeHNE
3aImycKaeMbIX KOMITIOHEHTOB, HACTPOHKA MapaMeTpoB
3arycka KOMIOHEHTOB, KOHTPOJIb 3a 3aITyCKOM
KOMIIOHEHTOB MPOTPAMMHOTO 00ecTIeYeHHs

OIIC.2  VYmopaBneHue yCTaHOBKOW (MHCTAJUISIINEH ) KOMIIOHEHTOB + +
[IPOrPaMMHOT0 OOeCTeueHus], B TOM YHCJIE ONpeIeIeHHe
KOMITOHEHTOB, IOJIJIEKAIINX YCTAaHOBKE, HACTPOUKa
MapaMeTpPOB YCTAHOBKH KOMIIOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOW KOMIIOHEHTOB MPOTPAMMHOT0 00eCTIeYeHHs

OIIC.3  VYcraHoBKa (MHCTAJUIALMUS) TOJBKO Pa3pelIeHHOTO K + + + |+
MCIIOJIb30BAaHUIO ITPOrPaMMHOT0 oOecrieueHus 1 (M) ero
KOMIIOHEHTOB

OIIC.4  VYnpasineHue BpeMEHHBIMH (aillaMu, B TOM YHCIIE 3aMpeET,
paspelieHue, epeHanpaBIeHUE 3alIUCH, YIAJICHUE
BPEMEHHBIX (paitioB

V. 3amura MmammHHBIX HOcuTeIel nndopmanuu (3HU)



YcaoBHoe Mepsbl 3amuThl HHGOPMALMU B HHPOPMALMOHHBIX Knaccent

o0o3HaUeHMe cucreMax 3alUIIEHHOCTH
U HOMep UHGOPMAMOHHOM
Mepbl CHCTEMBI

4 3 2 1

3HU.1 VY4eT MalMHHABIX HOcHTeNel nHpopmaruu + + + +
3HUN.2 VYrpaieHue J0CTYNOM K MalIMHHBIM HOCUTEIISIM + + + +
uHpOopMaUn

3HU.3 KoHTposib nepeMenieHus MalMHHbIX HOCUTENEH
nH(OpMaIUK 3a Mpeesbl KOHTPOJIUPYEMON 30HbI

3H1U.4  HckitoueHue BO3MOKHOCTH HECAHKIIMOHUPOBAHHOIO
O3HAKOMJICHUS C COJlepKaHHEeM UH(POPMALIMH, XpaHsIIencs
Ha MalllMHHBIX HOCUTENSIX, ¥ (MJIH) UCIIOJIb30BaHUS
HocuTenell uHdopMaly B MHBIX HH(POPMALIMOHHBIX
cUcTeMax

3HU.5 KouTponb ucnonb3oBanus nHTEpQeiicoB BBoa (BHIBOIA) + +
nH(OpMAaIMK Ha MAIIMHHBIC HOCUTETN HH()OpMAIIHH

3HU.6  Koutpoas BBoja (BbIBOJA) HH(OPMALIMM HA MAIIUHHBIE
HOCUTENU UH(OpMaIUK

3HN.7 KoHTpOJIb MOAKIIFOYEHNS] MAIIMHHBIX HOCUTEIEH
UHpOpMaLUU

3HN.8 YHuuTOXEHHE (CTUpaHue) HHPOpMAIMK Ha MAIIMHHBIX + + + +
HOCUTEISIX [IPU UX IIepeaadye MEK Iy MOIb30BaTeIsIMU, B
CTOPOHHHUE OpraHM3aluu IJI1 pEMOHTA WIH YTUIU3aLHH, a
TaK)K€ KOHTPOJIb YHUUYTOKEHUS (CTUPaHMUS])

V. Peructpauus cooniTuii 6e3onacuoctu (PChb)

PCB.1 Omnpenenenne coObITHIT 0€30MaCHOCTH, MOJICKAIIUX + + + |+
PETUCTPAIIMH, U CPOKOB MIX XPaHCHUS

PCB.2 Omnpenenenue coctaBa u cojepkaHusi HHGoOpMaIuu o + + + |+
COOBITUSX OE30MAaCHOCTH, MOJICKAINX PErHCTPALIUN

PCB.3 COop, 3anuck 1 XpaHeHne HHGOPMaIuu O COOBITHSIX + + + |+
0€30I1aCHOCTH B TEUEHUH YCTAaHOBJIEHHOT'O BPEMEHH
XpaHEHUs

PCb.4 PearnpoBanue Ha cOOM TIPU pEerUCTpAIIU COOBITHI + + + |+

0€3011aCHOCTH, B TOM UYHMCIIE allapaTHbIe U MPOrpaMMHbIE
omuOKu, cOon B MexaHu3Max cOopa nHpopManuu u



YcaoBHoe Mepsbl 3amuThl HHGOPMALMU B HHPOPMALMOHHBIX Knaccent

o0o3HaUeHMe cucreMax 3alUIIEHHOCTH
U HOMep UHGOPMAMOHHOM
Mepbl CHCTEMBI

4 3 2 1

JOCTHIKECHUE TIPeiesia WM MePENnoTHeHIs 00beMa
(eMKOCTH) aMSITH

PCb.5 MOHUTOPUHT (IIPOCMOTP, aHAJIN3) PE3YIbTATOB + + + |+
perucTpanuu coobITUI 6€30M1acCHOCTH U pearupoBaHue Ha
HUX

PCB.6 ['eHepupoBaHre BpEMEHHBIX METOK M (HJIH) + + + +
CHHXPOHHU3AIUS CUCTEMHOTO BpEMEHHU B HHPOPMALIMOHHOMN
cucremMe

PCB.7 3ammuTa HHPOpPMALHK O COOBITUAX O€30IaCHOCTH + + + +

PCb.8 ObecnieueHne BO3MOXKHOCTH ITPOCMOTpA U aHATIN3a
UHpOpPMaLIUU O AEUCTBUAX OTJEIbHBIX M10JIb30BaTENICH B
MH(OPMaLIMOHHOMN CHCTEME

V1. AuTuBupycHas 3ammra (AB3)
AB3.1 Peann3anys aHTUBUPYCHOM 3allUTHI + + + +

AB3.2 OO6HoBeHUE 0a3bl JaHHBIX MPU3HAKOB BPEIOHOCHBIX + + + |+
KOMIIBIOTEPHBIX POrpamMm (BUPYCOB)

1. VII. Oonapyxenue srop:xxennii (COB)
COB.1  OOHapyxeHue BTOpKEHUH + |+
COB.2 | O6HOBieHHE 0a3bl PEMIAFOIINX MTPABUIT + |+

VI1Il. KoutrpoJs (ananu3) 3amumednoctu nngopmamnuun (AH3)

AH3.1 BrisBrienue, aHanu3 ysa3BUMOCTeH HHPOPMAIMOHHOM + + |+
CUCTEMBI U ONIEPaTUBHOE YCTPAHEHNE BHOBb BBISIBJICHHBIX
YA3BUMOCTEU

AH3.2 KoHTpoJb yCTaHOBKM OOHOBJIEHUH MPOTrPaMMHOTO + + + |+

obecrieueHus, BKII04Yasi OOHOBJIEHHE TPOTPAaMMHOTO
o0ecrnevyeHns CPeICTB 3alUThl HHPOpMAITUN

AH3.3 KoHTpoiib paboTOCIIOCOOHOCTH, TApaMeTPOB HACTPOUKHU U + + |+
PaBUIBHOCTH ()YHKIIMOHUPOBAHUS MPOTPAMMHOTO
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4 3 2 1
o0ecreyeHns U Cpe/ICTB 3allUThl HHpOpMaLUU

AH3.4 KoHTposib cocTaBa TEXHUYECKUX CPENICTB, IPOTPAMMHOTO + + +
o0ecrieyeHns U CPEeICTB 3alUThl HHPOpMALUN

AH3.5 KoHTpoJib npaBuil reHepaly 1 CMEHbI aposien + + +
MOJIb30BATENICH, 3aBE/ICHUS U yIaJICHUs YYETHBIX 3alUCen
MOJIb30BaTENCH, peanu3aluy IpaBuil pa3rpaHUueHUs
JIOCTYIIOM, TIOJIHOMOYHI MOJIb30BATEIICH B
nH(OPMALIMOHHOMN CHCTEMe

IX. Obecneuenne nesocTHOCTH HH(POPMAIMOHHOM cucTeMbl U HHGpopmanuu (OLLJI)

OLJI.1  KoHTpoJb LEIOCTHOCTH MPOTPAMMHOTO 00ecTieueHMs, + |+
BKJII0Yasl IPOrpaMMHOE 00ecrieueHue CpeICTB 3allUuThl
uH(pOopMaluu

OLVI.2  KoHTpoJib IETOCTHOCTH HH(OPMAIINH, COJIepKAIICHCS B
0a3ax JaHHBIX HHPOPMAIIMOHHOMN CHUCTEMBI

OIJI.3  OGecnedyeHne BO3MOXKHOCTH BOCCTAHOBJICHUS + + + +
MPOrPaMMHOTO OOecTieueH s, BKI0Yasi MpOorpaMMHOe
oOecrneueHre CpeICTB 3alUThl UHPOpMaIUK, IPU
BO3HUKHOBEHUU HEIITATHBIX CUTYAIIHi

OLlJI.4  OO6HapyxeHue U pearupoBaHKE Ha MOCTYIIJICHUE + |+
B HMH(QOPMAIIMOHHYIO CUCTEMY He3alpaliiBaeMbIX
AIIEKTPOHHBIX COOOLIEHUH (TTHCeM, TOKYMEHTOB) U MHOM
nH(pOpMalU, HE OTHOCAIINXCS K (PYHKIIMOHUPOBAHUIO
UH(POPMALIMOHHOM CUCTEMBI (3aIlIUTa OT criama)

OLJI.5  KonTtpomnb conepkanust nH(GOpMAIINH, IepelaBaeMOi 13
MH(OPMALIMOHHON CUCTEMbI (KOHTEHHEPHbIN, OCHOBaHHbBIN
Ha CBOICTBax 00BEKTA JI0CTYIa, U KOHTEHTHBIH,
OCHOBAHHBIM Ha ITOMCKE 3aIPEIICHHON K Iepeade
UH(OPMALIUHU C UCTIOJIb30BAHUEM CUTHATYP, MACOK U MHBIX
METOJIOB), U UCKJIIOUEHHE HEMTPABOMEPHON Nepeaun
uHpOopMalnu U3 HHYOPMAIIMOHHON CHCTEMBI

OLJI.6  OrpanuueHue npaB MOJIb30BATENEH IO BBOY +
uHpopMalKu B HHYOPMAITHOHHYIO CUCTEMY

OLJL.7 KOHTpOJIb TOYHOCTH, TOJTHOTHI U MTPABUILHOCTH JIaHHBIX,
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BBOJMMBIX B HHPOPMAIIMOHHYIO CUCTEMY

OLJL8 KOHTpoJIb OMIMO0YHBIX ACHCTBUI MOJIB30BATENCH 11O
BBOJY U (MJIH) Tiepeaaye HHPpOpMaIUK U IpeayIpexIeHIe
[I0JIb30BaTelIell 00 OMMOOYHBIX JEHCTBUAX

X. O6ecnieuenue gocrynnoctu ungopmanun (OAT)
OAT.1 Vcnonp30BaHnEe OTKa30yCTOMYMBBIX TEXHUYECKUX CPENICTB +

ONT.2  Pe3epBUpOBaHUE TEXHUYECKHUX CPEICTB, IPOTPAMMHOIO +
o0ecrieyeHns, KaHAJIOB Mepeaadn HHPOPMaIuH, CPEICTB
obecrnieueHus (PyHKIHOHUPOBAHUS HHPOPMAITMOHHOMN
CHCTEMBI

OAT.3  Koutposb 6€30TKa3HOr0 (PyHKINOHUPOBAHUS + |+
TEXHUYECKUX CPEJICTB, OOHAPY)KEHUE U JIOKATU3aLUs
0TKa30B (YHKIIMOHUPOBAHUS, IPUHATHE MEP IO
BOCCTAaHOBJICHHIO OTKa3aBIIUX CPEJICTB U UX TECTUPOBAHHE

OAT.4  [Ilepuonuueckoe pe3epBHOE KONMPOBaHKE UH(POPMAIIUU HA + |+
pe3epBHbIE MAlIMHHBIE HOCUTEIN HH(POpMALUU

OIT.5 OOecreueHrnEe BO3MOKHOCTH BOCCTAHOBJICHUS + +
WH(OPMAIINHN C PE3EPBHBIX MAITMHHBIX HOCUTEINEH
uH(pOopMaLnu (pe3epBHBIX KOMUI) B TEUEHUN
YCTaHOBJICHHOTO BPEMEHHOTO HHTEpBaja

OAT.6  Knacrepu3zaius HH(GOpMAIIMOHHON CHCTEMBI U (WIIN) ee
CETMEHTOB

OAT.7  KOHTpOJb COCTOSIHUS M Ka4€CTBA MPEIOCTABICHUS + |+
YIIOJTHOMOYEHHBIM JIMIIOM BBIYMCIUTENIBHBIX PECYPCOB
(MomIHOCTE#), B TOM YHCIIe IO Iepeade HHpopMaluu

XI. 3amuTa cpeanbl Bupryaausamnuu (3CB)

3CB.1 Wnentudukanys u ayreHTu(uKanus cyobekToB JocTyna u | + + + +
00BEKTOB JIOCTYyIA B BUPTYaTbHON HHOPACTPYKTYPE, B TOM
YUCIIE AAMUHUCTPATOPOB YIIPABICHUS CPEACTBAMU
BUPTYyaau3aluu
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3CB.2 VYrpaBiaeHue J0CTYIIOM CYOBEKTOB JOCTYIA K 00hEKTaM + + + +
JOCTYTIa B BUPTYaITbHON HHPPACTPYKTYpE, B TOM YHCIIE
BHYTPHU BUPTYaJIbHBIX MalIMH

3CB.3 Perucrparust coObITHI 6€30MaCHOCTH B BUPTYAIBHOM + + +
UHPPACTPYKTYpE
3CB.4 Ynpasnenue (puapTpanus, MapipyTu3aus, KOHTPOIb + |+

COCIMHEHUS, OJTHOHATIPABJICHHAS TIepeiaya) MOTOKAMHU
nH(pOpPMaIIUK MEX]Ty KOMIIOHEHTaMH BUPTYyalbHOU
WH(PPACTPYKTYpPHI, a TAKKE 110 IEPUMETPY BUPTYAITHHOU

UHPPACTPYKTYPHI

3CB.5 JloBepeHHas 3arpy3ka cepBepOB BUPTyaIU3alUH,
BUPTYaJIbHOW MaIlIMHBI (KOHTEHHEpa), CEpBEPOB
YIpaBJICHUS BUPTYyalu3anuen

3CB.6  YmpaBieHue rnepeMenieHueM BUPTyallbHbIX MaIINH + |+
(xoHTelHEepOB) U 00pabaThIBa€MbIX HA HUX JaHHBIX

3CB.7  KOHTpOJb LEIOCTHOCTH BUPTYaIbHON HHPACTPYKTYpHI U + |+
ee KOHpUrypauun

3CB.8 Pe3epBHOE KONMpOBaHNE JaHHBIX, PE3EPBUPOBAHUE + |+
TEXHUUYECKUX CPEACTB, IPOrPaMMHOT0 00ecTieueHus
BUPTYaJIbHONH MH(PPACTPYKTYPHI, @ TAK)KE KaHAJIOB CBA3H

BHYTPHU BUPTYaJIIbHON MHPPACTPYKTYPbI

3CB.9 Peanuzanus u ynpaBieHUEe aHTUBUPYCHOM 3aIIUTON B + + |+
BUPTYaJIbHON HH(paACTPYKType

3CB.10  Pa30uenue BUpTyabHONH HHPPACTPYKTYpPhI HA CETMEHTBI + |+
(cerMeHTHpOBaHUE BUPTYATIbHON HHPPACTPYKTYPHI) IS
00paboTKK HHPOPMALIUHU OTAETBHBIM I10JIb30BATEIEM U
(unm) rpynmnoi moyib3oBaresei

XI1. 3amura texunyeckux cpeacts (3TC)

3TC.1 3ammra nHGOpManuu, 00padaTbIBaeMON TEXHHYECKUMHU
CpPE/ICTBaMH, OT €€ YTEUKH M0 TEXHUIECKUM KaHaJIaM

3TC.2 Opranuzanys KOHTPOJIMPYEMOH 30HBI, B TIPEAEIIax + + + |+
KOTOPOH NOCTOSTHHO pa3MEIal0TCs CTal[MOHAPHBIE
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TEXHUYECKUE CPEICTBa, 00padaThIBaroIre HHPOPMAIIHIO,
Y CPEJICTBA 3aIUTHI HH(POPMAIIHH, a TAKKE CPEIICTBA
obecrieueHust PyHKITMOHUPOBAHUS

3TC.3 KoHTposb 1 ynpaBiieHre GU3MIECKUM JTOCTYIIOM K + + + +
TEXHUUYECKHUM CPEJICTBAM, CPEACTBAM 3alLlUThI
uH(pOpMalH, CpeACTBaM 0OecTIeueHUs
(YHKIIMOHUPOBAHUS, a TAK)KE B IOMEILIEHUS U
COOPYKEHHSI, B KOTOPbIX OHU YCTAHOBJICHBI,
WCKJTIOYAIOINE HECAHKIIMOHUPOBAHHBIN (PH3MUECKUI
JOCTYM K cpeAcTBaM 00paboTku UH(pOpMAaLHK, CPEICTBAM
3alIUThl HH)OPMAIMH U CPEICTBAM 00ecrieueHus
(b yHKIIMOHUPOBaHUS HH(DOPMALIMOHHON CUCTEMBI U
MIOMEILEHUS U COOPYKEHHUS, B KOTOPBIX OHU YCTAHOBJIEHBI

3TC4 Pa3smerienue ycTpoiicTB BbIBOA (OTOOpaKEHMS) + + + |+
WH(OpPMAIINH, HCKITIOYAIOIIEe €€ HeCAHKIIMOHUPOBAHHBIN
POCMOTP

3TC.5 3ammTa OT BHEITHUX BO3ACHCTBUHN (BO3ICHCTBHMA +

OKPY>KaIOIIEeH CpeiIbl, HECTAOMITLHOCTH
AIIEKTPOCHA0KEHNU S, KOHAMIIMOHUPOBAHUS U UHBIX
BHEITHUX (PaKTOPOB)

X1, 3amura nahopMalMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBS3H U Mepeiadn TaHHBIX
(BUC)

31C.1 Pasznenenue B uHpoOpMalMOHHON cucTeMe (PYHKIUN 110 + |+
YIpaBJIEHUIO (aIMUHUCTPUPOBAHUIO) HH(POPMAIIMOHHOMN
CUCTEMOMH, YIIPaBJICHUIO (aIMUHUCTPUPOBAHUIO) CUCTEMOM
3alUThl UHOpMaIK, GYHKIUH 110 00paboTKe
nH(pOpMaliu U UHBIX QYHKINN HHGOPMAITMOHHON
CHCTEMBI

31UC.2  [IIpenorBpamieHue 3a1ep>KKU WIN IPEPHIBAHUS
BBITTOJIHEHHSI TTPOIIECCOB C BEICOKUM TIPHOPUTETOM CO
CTOPOHBI IPOIIECCOB C HU3KUM MPHOPUTETOM

3UC.3 ObecrnieueHue 3aUThl THPOPMAIMK OT PACKPBITHSA, + + + |+
Mo (UKAIINY U HABS3BIBAHUS (BBOJIA JIOKHOU
nHpopmaiun) npu ee nepeaade (MOArOTOBKE K Iepeaye)
110 KaHaJlaM CBA3H, UMCIOIIIUM BBIXO/] 3a IMPCACIIbL
KOHTPOJIMPYEMOI1 30HBI, B TOM 4HciIe 0ECIIPOBOAHBIM
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KaHaJlaM CBSI3U

3UC.4 OOecnieyeHre TOBEPEHHBIX KaHajla, MapIIpyTa MExIy
AJIMHUHICTPATOPOM, TIOJIL30BATENIEM U CPEJCTBAMU 3AIIUTHI
nHpopmaruu (GyHKIUSIMH 0€30IMaCHOCTH CPEICTB 3aIUTHI
UH(OpPMALINN)

3UC.5 3anper HECAaHKIMOHUPOBAHHOMW y/1aJIEHHON aKTHUBALIMU + + + +
BUICOKaMep, MUKPO(OHOB U MHBIX NepUPEPUHHBIX
YCTPOMCTB, KOTOPHIE MOTYT aKTUBUPOBATHCS YIAICHHO, U
OITOBCIICHME IT0JIb30BaTeIchH 00 aKTHBAIIUY TaKHUX
YCTPOMCTB

3UC.6 [lepenaya v KOHTPOJIb LEIOCTHOCTU aTPUOYTOB
0e30MmacHOCTH (METOK 0€3011aCHOCTH), CBSI3aHHBIX C
nHpopmanueit, npu ooMeHe nHopmaleid ¢ UHBIMH
WH(OPMAIMOHHBIMU CUCTEMaMU

3UC.7 KOHTpOJIb CAHKIIMOHUPOBAHHOTO U UCKIIIOYECHHE + |+
HECaHKIIMOHMPOBAHHOI'O UCIIOJIb30BaHUS TEXHOJIOTUI
MOOMIJIBHOTO KO/Ia, B TOM YHCJIE PETUCTPALsl COOBITHH,
CBSI3aHHBIX C UCIIOJIb30BAHUEM TEXHOJIOTUH MOOUIBHOTO
KOJa, UX aHAJIU3 U pearnpoBaHKe Ha HapYIICHHUS,
CBSI3aHHBIE C UCIIOJIb30BAHUEM TEXHOJIOTM MOOUIILHOTO
KoZJa

3UC.8 KOHTpOJIb CAHKIIMOHUPOBAHHOTO U UCKIIIOYECHHE + |+
HECaHKIIMOHUPOBAHHOT'O UCIIOJIb30BAHUS TEXHOJIOTUI
nepeaay peuu, B TOM YHCIIe pEerucTparus CoObITHH,
CBSI3aHHBIX C UCIIOJIb30BaHUEM TEXHOJIOTUH Niepesaun
peun, UX aHaJIU3 U pearnpoBaHNEe Ha HApyLIEHUS,
CBSI3aHHBIE C UCIIOJIb30BAHUEM TEXHOJIOTHI Mepeiadn peun

3UC.9 KOHTpOJIb CAHKIIMOHUPOBAHHOMN U UCKIIFOYEHUE + +
HECaHKIMOHUPOBAHHOM Tepeaaun BujaeonHdopmanuu, B
TOM YHCJIC PETUCTPAIUs COOBITHM, CBSI3aHHBIX C
nepenavell BuaeonHGpopmaIum, ux aHaau3 u
pearnpoBaHNe HAa HApPYIICHUsI, CBSI3aHHBIC C TIepenauei
BUJIcOUH(pOpMaIUU

3UC.10  [TloaTBepxaeHUE MPOUCXOKIECHUSI ICTOUHUKA
nH(pOpMAIIH, TTOTYy9aeMOi B TIPOIIECCE OMPEICICHUS
CETEBBIX aJIPECOB IO CETEBBIM UMEHAM HIIH OTIPEICIICHUS



YcaoBHoe Mepsbl 3amuThl HHGOPMALMU B HHPOPMALMOHHBIX
0003HaYeHHE cucreMax
U HOMep
Mepbl

CCTCBBIX NMCH 110 CETEBBIM apEcaM

3UC.11 O0ecrieyeHne MONJIMHHOCTH CETEBBIX COEINHEHUIN
(ceaHCOB B3aMMOJICHCTBHS), B TOM YHCJIC JIJIS 3aIIIATHI OT
MOJIMEHBI CETEBBIX YCTPOMCTB M CEPBHCOB

3UC.12  HckimroueHne BO3MOKHOCTH OTPULIAHUS TTOJIB30BaTENIEM
¢dakra oTrpaBku HH(GOPMAILIUU APYTOMY HOJIH30BATEINIO

3UC.13 Hckirouenne BO3MOKHOCTHA OTPUIAHUS TTOJIb30BATEIEM
¢dakrta nosyyeHuss ”HGOPMAIUHU OT APYroro Mojib30BaTess

31UC.14  Mcnonb3oBaHuE yCTPOMCTB TEPMUHAIBHOTO JIOCTYIIA JJIS
00paboTKK HHPOPMALIUU

3UC.15  3ammra apXHBHBIX (ailyioB, TapaMeTPOB HACTPOUKH
CPEeACTB 3alUThl HH(OPMALIMU U IPOTPAMMHOT0
00eCTIeYeHNs U MHBIX JaHHBIX, HE TTOJISKAIINX
U3MEHEHUIO B Ipoliecce 00paboTKu MH(opMaIuu

31UC.16  BeisBnenue, aHaiu3 U 0JIOKHpPOBaHKUE B MH(OPMALMOHHON
CHCTEME CKPBITHIX KaHAJIOB Mepeaun HHPOpMaIuH B
00XO0J1 peaTM30BaHHBIX MEP 3aIIUTH HH(POPMAITIH WITH
BHYTPH Pa3pPEIICHHBIX CETEBBIX MPOTOKOJIOB

3UC.17  Pa3buenue nHGOPMAIIMOHHON CUCTEMBI HA CETMEHTHI
(cermeHTHpOBaHNE UHPOPMALIMOHHOW CUCTEMBI) U
o0ecreyeHne 3alIuThl IEPUMETPOB CErMEHTOB
MH(OPMALMOHHON CHCTEMBI

3UC.18  Obecrnieyenue 3arpy3Ku U UCIIOJIHEHUS IPOrPaMMHOTO
o0ecreyeHns ¢ MalIMHHBIX HOCUTENeH nHpopmanuy,
JOCTYIIHBIX TOJIBKO JJIA UTCHUA, U KOHTPOJIb HCJIOCTHOCTHU
JTAHHOTO MPOrPaMMHOT0 00ecrieueHust

3UC.19  U3onauus mpoieccoB (BHIIOIHEHUE TPOTPaMM) B
BBIJICJIEHHON 00JIACTH MaMATH

31UC.20  3ammra 6ecipOBOJHBIX COCTUHEHUN, TPUMEHSEMBIX B
WH()OPMAITMOHHOM CHCTEME

3UC.21  HckmoueHue AOCTYyIa MMOJIb30BaTeNs K MHpOpMaIuy,
BO3HUKIIEH B PE3yJbTATE ACUCTBUIN MPEABIIYIIETO

Kuacest
3alUIIEHHOCTH
UHGOPMAMOHHOM
CHCTEMBI

4 3 2 1

+ o+
+ o+

+ o+

+ o+

+ o+

+ |+ |+
+
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[10JI30BATENS YEPE3 PEECTPhl, ONEPATUBHYIO NaMSTh,
BHEIIIHUE 3aIIOMUHAIOIINE YCTPONUCTBA U MHBIE O0IIUE IS
M0JIb30BaTeNei pecypchbl HHPOPMAITMOHHON CHCTEMBI

31UC.22 3amurta nHGOPMAITMOHHOW CHCTEMBI OT YIPO3 + |+
Oe3omacHOCTH HH(pOpMAIIHK, HATIPABIICHHBIX HA OTKA3 B
00CITy>)KUBaHUH UH(OPMAIIMOHHON CUCTEMBI

31C.23  3ammra nepumerpa (GU3NIECKUX U (MITH) TOTHYECKIX + |+
rpaHyll) THPOPMAIIMOHHOW CHCTEMBI IIPHU €
B3aMMO/ICHCTBUY C MHBIMU MH()OPMAIMOHHBIMU
cucTeMaMy U HH()OpMaIMOHHO-
TEJIEKOMMYHHUKAIIHOHHBIMHU CETSIMHU

3UC.24  [IIpekpalieHue CETEBbIX COSAMHEHHUH 0 UX 3aBEPIICHUU + |+
WIX TI0 UCTEYCHUH 3a/IaHHOTO OIIePaToOpOM BPEMEHHOTO
WHTEPBaJIa HCAKTUBHOCTH CETEBOT'O COCTUMHEHUS

3UC.25 Hcnosnb3oBaHue B MHPOPMALMOHHOM CUCTEME UITH €€
CErMEHTaX pa3JIUYHbIX TUIIOB OOIIECUCTEMHOTO,
IIPUKIJIATHOTO U CIIENUAIIBHOTO IIPOIPaMMHOTO
oOecrnieyeHus (CO3/1aHNEe T€TEPOTreHHON CpeJibl)

3UC.26  Hcnonb3oBaHuE MPUKIATHOTO U CIICIIHAIIBHOTO
MPOrPaMMHOTO OOeCTIeueHUs, HMEIOIIUX BO3MOKHOCTh
q)yHKHI/IOHI/IPOBaHI/ISI B CpCaax pas3sjIMUHbIX ONMCPALMOHHBIX
CUCTEM

3UC.27 Co3nanue (3MYIISLNA) JTOKHBIX MH)OPMAIIMOHHBIX CUCTEM
WA MX KOMITOHEHTOB, MTPeIHA3HAUYCHHBIX IS
oOHapy>KeHHsI, peTUCTPAIIMM U aHaIHU3a JecTBUI
HapyIINTENeH B TIPOLIECCe peaTu3anu yrpo3
0e30MacHOCTH HH(pOpMAIUU

31C.28  BocnpousBeneHHe JOKHBIX U (UIM) CKPBITHE UCTHHHBIX
OTJENBHBIX HH(OPMAIIMOHHBIX TEXHOJIOTHH U (UIIH)
CTPYKTYPHO-(DYHKITMOHAIBHBIX XapaKTEPHCTUK
UH(POPMALIMOHHOM CUCTEMBI UJIH €€ CETMEHTOB,
oOecrneunBaroliee HaBA3bIBaHUE HAPYIIUTEIIO JIOKHOTO
npe/cTaBiIeHNus 00 UICTUHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHSX U (WJIH) CTPYKTYPHO-( YHKIIMOHATBHBIX
XapaKTepUCTHKaX HHPOPMAITMOHHON CHCTEMBI
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3UC.29 [TlepeBoa nHGOPMAIIMOHHON CUCTEMBI HJIH €€ YCTPOMCTB
(KOMITOHEHTOB) B 3apaHee ONPEIEICHHYI0 KOHPUTYPAIIHIO,
o0ecrevnBaroIlylo 3auuTy HHGOpMalny, B cliydae
BO3HUKHOBEHUHU OTKA30B (COOEB) B CUCTEME 3aIIUTHI
nH(popMaluu NHPOPMAITMOHHOMN CHUCTEMBI

31UC.30 3amuTa MOOMIIBHBIX TEXHUYECKHX CPEJICTB, MPUMEHICMBIX + + +
B MH(OPMALIMOHHOM CHCTEME

«+>» - Mepa 3aWwmTbl MHdOpMauUMK BkItoueHa B 6a30BbIli HA6op Mep Ans COOTBETCTBYIOLENO Kacca 3allMLLEeHHOCTH
WHOPMALIMOHHOW CUCTEMBI.

Mepbl 3aLLMThl UHGOPMALIMK, HE 0BO3HAYEHHBIE 3HAKOM «+>», MPUMEHSAIOTCA NPU aaanTaummn 6a3oBoro Habopa Mep U
YTOUHEHMM aAaNTUPOBAHHOIO 6a30BOr0 Habopa Mep, a TaKkKe Mpu pa3paboTKe KOMMEHCUPYHIOLMX MEpP 3alUuThl
MHOPMaLMK B MHGOPMALIMOHHO CUCTEME COOTBETCTBYIOLLErO Kacca 3allWLLEHHOCTH.



